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Gentlemen:

The Defense Supply Service~Washington contemplates entering into an
appropriate type of cost-reicbursement contract for Interface message
processors for the Advanced Research Projects Agency (ARPA) computer
netwerk., The requirements for this work are set forth in the sagple

contract agtached,
| - " P
You are invited to submit your written quotation in gquintupiet using the 2y

attached Standard Form 18, Request for Quotations. Your guotation should
include the following informaticn:

a. Total estimated cost and flxed fee, if any, of the work to be
performed;

b+ Latest date, 1if any, upoﬁ”which you are willirg to enter into a
contract;

c. Detailed cost and price analysis, using DD Form 633 setting forth:

» Manpower requirepents {(show by category of work).

+ Supplies and materials.

. Other direct cost (specify).

. General and administrative expense (show basis).

. Indirect costs other than 4. .abeve (specify}.

» Fixed fee, if any, for this contract will be negotiated
uging the weighted guidelines method set ferth in Armed Services Pro-
curement Regulation (ASPFR) 3-808.
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DU Form 633 shall be attached to the analysis gnd executed., Breakdowns
are required to suppert.the reasopableness of your quotation and are for
internal Department of Defense use oculy., The information required will
be held in strictest confidence and will not be revealed to or discussed
with competitors. Your established method of costing may be used but
should be described.

Note: It is important that your cost breakdown be submitted in such a man-
ner that it cam be separated completely.from the technical portion of your
quotation, This will facilitate evaluation.

d, Statement ngarding your insurance program, copy attached, properly
executed;

€. Names and resumes of background and .qualifications of the person
and an alternate who will be assigned by you to be in charge of the entire
project and other key professional perscnnel:you. propose to assigh to the
contract. .

f. 'The nares and telephone numbers of persormnel of your erganization
.whe are authorized. to pegotiate the preposed contract with the Goverument;
and

g. Equal Opportunity Compliance.RBeport, properly executed. If the
report has previously been submitted disregard this requirement.

If your quotation contains any information ether tham cost informatiom
which you do not want disclosed to the public or used by the Government for
any purpose other than evaluation of yeur offer, each sheet of such data
must be marked with the legend set forth below:

"his data furnished in response to RFQ Ne, DAHCLS 69 Q 0002 shall
not be disclesed qutside:.the Goverument or be duplicated, used or
disclosed in whole or in part for any purpese cother than to evaluate
the quotation; provided, that if a centract is awarded to this guoter
a5 a result of or in connection with the submigssion of such data, the
Govermment will have the right te duplicate, use, or disclese this
data te the extent provided in the contract, This restriction does
not limit the Goverument's Tight to use information countained in such
data if it is obtaimed from another source.”

h. It is further reguested that your gquotaticn set forth the scope'
of the work regquired as yeu understand it. In this statement please indi-
cate the nusber of manhours you have provided in your quotation for
each of the varicus steps. required to complete the centract work. Thie
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will enable the Contrscting Officer to canfirm that.you have a complete

understanding of what 1s required by the Government. Alsc, indicete in
your proposal sufficient informatien to. allnw-evaluﬂtinn in ﬂacurdnnne

with the criteria-listed below,

For the puxpuse of sssisting Ioterested. praapective contractors .to prepare
realistic quotations, 2.preproposal conference will be held at the Pentagon
in Room 5A 1070 op 14 August 1968 at 1:20 P.M.. Because of space limira-

ticns, each.quoter is reguired to limit attendence to two zepresentatives.

During the prepropesal conferepce, questions conterning technical matrters
involved in. the perforwmence:;of work upder the contract will be answered.

To make. the ecanference as. fruirful as: possible guoters‘are asked to submit
questions in advance. HKothing dome oy sald at the conference shall he
cotisidered as altering, modifying or gualifying any contract resulting from
this Request for Queotations. It will not be possible for the Government

to make a techoical presentation at any other time, therefore, quoters

-whe fail te attend the conference set forth herein cannot be given {he In-

formation at any other tima,

411 quotations - received will be subject Lo 2u evaluation by a duly gelected
panel of qualified Govermment personnel. for the purpeae of selecting the
quoter{s) with vhom negotiations may be copducted. Tn addition to price the
criteria set forth below is to be used in. making the evaluatinn-

GRITERIA : _ - ¥ALUE

l. Understanding and depth of
snalysia of techemicel problems: _ '
involved, : _ o 30 Points

- 2. Avallability of qualified,

experienced persormal for

apslgnment to.software, hard- _
sare, and installation of system. _ ' 25 Points

3., Estimated functiopal per-
formaoce and cholce of hard-

ware, e.g. size, and avalli- : . -
bilitry, : : oo 1 25 Polnts,

4. General gquality, respon~
aiveness,. and corperate com-:
miiment to petwork concept. 20 Points
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Negotiatioons will be undertsken with those progpective contractors whose
guotaticns as fo.price and. other factors as determined by the Contracting
officer ghow thes to . be qualified, responsible and capable of performing
the work. Nepotlations will be conducted in actordance with the principles
stated in ASPR. It is contemplated -that:the contract which will be entered
fnto will be that most advantapecus to_the Sovernment, price and othex
factors considered. : -

Wrieten quotationy -in_dmt%_trﬂl..ha recefved ar'the Contracting oﬂﬂ- _
Gffice, shown below, until 4:30 pao.,. local time 9 September 19568,

All quotations znd any amendments therato shall be Inclesed in g sealed en-
velope, showlug on the outaide thereof: . : -

Department. of the Arwmy . . -
Pefense Supply. Service-Washington
Room 1D 245, The Pentapon
Washipgton, D. . C, 20310

ATIN: * Mr, Dapiel B, Dawvkine

all inguiries regarding thisrprocﬁrcment should be addressed to Mr. Dapiel
B. Davking, Area.Code 202, OXford 5-0424. -

Sincerely ynuré,

5 Inel

l, DD Form 633-4

2. Insurance Sratement
3' E\F 13

4. Annex "A", CGemeral Provisions
5., -Anpex “8", Statement of Work
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TTRROARS PO T8, O 1958 : REQUEST FOR QUOTATIONS ICCRE
@“:E’w*‘,m, iy I ) _ (THIS IS NOT AN ORDER) : 1
1. REGURET HO. . T PATE ssUD 3. BEQUISTION/ WICHASE REQLIEST NG ¢-csmr::g ;on HATIDNAL nu;mse WY
DABC15 .6% Q. 0002. | 1968 July 2§ . 1001/2 {C-69-515) BATRNDy A DIOR DS RO
3. BIED W . : 6. CELOVER WY {Dade) .
nsmss'SU?PLY'SERVIGE-WASHmGToN_ . | See sample Contract ' B b

Room 1D+ 245, The Pentagen 7. DavERT

'Jashinzton, D. ¢, 20310 : E ros oe’sm-unou

Mr. Daniel B, ﬁawkins

mmnwmmmaiadu) (Mo collect walliy OXford 5-04%4 E]m (Sex Schedule _
& TO HAME mm 9. DESTRATION { Comsignee a&dm n:lsdmg ZIP qdr)

' gi:"c:;? - o - B . . : X . Bee. Sample Contract )
' 1, mewwmnummmmmmoﬂum 4:30 p.m. Local "ﬁ%u“ ] g l9/68 SUPPLIES ARE OF DOMESTIC ORIGHN {NLESS

CTHERYWISE IND BY QUOTER, THIS 5 A REQUEST FOR mm AND QUOTATIONS FURNISHED ARE NOT OFFERS.  TF YOU ARE UN&FI.!"TO CUFOTE, MLEASE 5O
IHDEATE OM ?I'IS m AND RETURN IT.  THIS REQUEST DOES NOT COMMIT THE QOYERMMENT 1O PAY ANY COSTS INCURRED N THE PREPARATION OR THE SUBMISSKIN

OF THIS QUOTATION, OR TO PROCUIE OR
- SCHEDULE

noo : . ' 12, : IREY 4. { i3 Ty
mes No. S SUPPLES/SERVICES QUEANMTRY | TUNIT | UNIT pRicE AMGUNT

 SERVICES NECESSAKY TO COMPLETE THE WORK DESCRIBED IN THE SAMPLE| CONTRACT, Amﬁuﬂn.

Totel Estimated Cost - o B 18
Fixed Fee . _ _ _
'rotal Estimated Cost:Plus Fixed Fee : ' ' )

HOTE [THE CERTIFICATION OF"'NMSEGREGKTED. FACILITIES IN
THIS {SOLICITATION. BRdidders,. offerors sud applicants
" are gautioned: to note the "Certification of Non-Segre
Facilities" in the molicitation. The certiffcation plo-
. videq that if.the amount of the hid or proposal exceeds
. . $10,000, the bidder; offeror or. applicant, by signing|this
-1 bid gr offer certifies that he does not and will not
' .or.provide ‘for his epployees facilities which are segfegated
on aibasls of :tace, creed, color ot pational -orzigin,
guch {facilicies .are segregated by directive or on a d fncto
“basig. Failure of a bidder or offeror. to. agree. to th :

to tie terms of solicitat:tuns invnlving awaz:ds of congracts.
‘excedding $10,000 which are not exempt from the prwi
of tie' Equal Opportunity- clause. (Mar, 63)

17, PRICES QUOTED INGL.UDE APPUCAME FEDERAL, STATE, AND LOCAL TAXES. _
. CALEND AR DhYS,

DISCIOUMT FOR MROMPT PATMENT . _% 10 CALENDAR DAYS, % 20 CALENDAR DAYS, L% 30 CALENDAR DAYS %
NOTE: Reverse must also be comple!ed by tha guoter, L
TN, YLME AND ADGRESS OF QUOTER [SIFedf. cify, Conniy, nm. : I¥, SIGHATURE OF FERSON ALITHORIZED TO SIGH © ] 20, DATE OF GUOTATION

imcluding ZIP Cade} GUOTATION

T1. SIGNEES TAME AND THIE (Tzge or priat) | 23, TEUEPHONE HO. [Tuclnds wred code}

s 5
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REPRESENTATIONS AND CERTIFICATIONS

The Omoter represcots and certd ﬁa as part of his q'uol.aﬁon.tha.t: {Check or complete all applicable boxes or blocks.)
1. BMALL BUSINESS - s _
He []is, [ is pot, & small. bu;mess concern, - & small business concern for the purpose of Government
procurement is a concern, including its affiliates, which is independently owned and operated, is not dominant
in the ficld of operation in which it is quoting on- Government contracts, and can further qualify wnder the criteria

" concerning number of employees, average annual receipts, or other criteria, as prescribed by the Small Business
- Administration. (Sce Code of Federal Regulations, Title 13, Part 121, as amended; which conlains deralied

_ industry definitions and related procedures.) . If the quoter is 2 small business concern and is not the manufac- -
- turer of the supplies offered, he also represents that ait- mpphcs to be furnished hereunder ] will, [] will not, * -
‘be manufactured or praduced by a small business concern in the United States, its possessions, or Puerto Rico.

‘2. REGULAR DEALER-MANUFAGTURER (Applicable enly to supply contracts exceeding $10,000.)

He is a [J regular dealer in, [ manufacturer of, the supplies offered.

.3. CERTIFICATION OF INDEPENDENT PRICE DETERMNATION (App]xca.blc only 10 quotations in . -

excess of $2,500.)

{a) By submission of this quotation, the quoter oemﬁcs, and in the cage of a _,mnt quotation, cach pasty .

thereto certifics as to jis own organization, that in connection with this procurement:

(1) the prices in this quotation have been arrived at independently, without consultation, communication, -

or agresment, for the purpose of restricting compcuuon, as to any matter rc.lahng to snch prices thh s.ny othcr

-quoter or with any competitor;

_ {2) unless otherwise required by law, the prices whx.ch have been quoted in this quotation ha.vc Dot becn _

 knowingly disclosed by the quoter and will not knowingly be disclosed by the quoter priot to opening in the casc
~of an advertised procurément of prior to award in the case of a negotiated procuremant dmectly or indirectly to’ -

any other quoter or 10 any competitor; and
. (3) no attempt has been made or will be made by the quoier to mduoc any other person or firm to’ sub-

~ mit or not to submit a quotation for the purpose of restricting competition.

{(b) Each person s;gmng this quotation certifies that:
(1) he is the person in the quoter’s organization responsible within that organization for the de.c:slon as to

the prices being quoted herein and that he bas not participated, and will not parl:lmpate, in any acuon contrary

to (2)(1) through (a)(3) above; or -
(2)(i} He is not the person in the quower’s orga.mzauon respons:blc within that. orgamzatmn for the dccmon
as to the prices being quoted Ferein but that he has been authorized in writing to act as agent for the persons

responsible for such decision in certifying that such persons have not participated,” and will not participate, in any

action contrary o {a)(1) through (a)(3) above, and as their agent docs hereby so certify; and (ii) he has not
participated,.and will not parncxpa.te in any action contrary to (a){1) through (a)(3) above, :

'(¢). 'This certification is not applicable to a foreign quoter mbnuttmg a quotation for a contract wh:ch tc- e
'qmrcs performance. or delivery outside the United States, its possessions, and Pucrto Rico. o
: {d) A quotation will not be considered for award where (a)(1), (a}{3), or (b) above, has been dcleted or
-modlﬁed Where (a){2) above, has been deleted or modified, the quotation will not be considered for award
unlesy the quoter furnishes with bis quotation a signed statement which sets forth in detail the circumstancesof
. the disclosure and the head of the Agency, or his desxgnee. der.ermmeu that sm:h disclosure was not made in' the

purpose of rutncung oompcution. :

REVERSE OF ISF-—lI
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QUOTATIDNS MUST SET FORTH FLLL ACCURATE AND COMPLETE IhFORHATION AS REQLIRED BY THIS
RFQ {(INCLUDING ATTACHMENTS) . THE PENALlY EDR MAKING FALSE STATEHEHTS IN R¥FQ'S IS FRE~
SCRIBED IN 18 U.S.C. 1001. .

CAUTION — LATE QUOTATIONS. See the special provision in this s.olicitat_ion entitled
"{ATE QUOTATIONS'. T : A _

LETTER AND SAMPLE CONTRACT

a. DS5-W letter dated.gp

. uly 1968 file RFQ No. DAHCI1S 68 Q 0002 is’ by this
reference. Specifically wadé

part of this Request for Quotations.';-i

'b. . The peried of performance and work required by this Request for Quotation is
set forth in the Sample Contract attached.

¢, The Contractor will be required to sign a contract substantially in accordance
with the Sample Contract attached.

UNNECESSARILY E-LABORA'I‘E CON'I’RACTUR ] PROPOSALS S

Unnecessarily elaborate brochures or other presentations beyond that sufficient to
present a complete and effective proposal are not desired and may be construed as an
-indication of the offeror's lack of cost consciousness. Elaborate art work, expensive
paper and bindings and expensive visual and other preseantation aids are neither neces-
sary nor wanted .

ROYALTY INFORMATION. '

When the response to this solicitation contains costs or charges for royalties
totaling more than $250, the following inforration shall be furniShed with your quota-
tion on each separate item of royalty ez license fee:

(&) name and address of licensor;

{b) date of license agreement;

(c) patent numbers, patent application serial numbers or other basis on which
_the ‘royalty is payable;

(d) brief description, including any part or model numbers of each contract
item or compenent on which the royalty is payable;

(e) percentage or dollar rate of royalty per unit;

(£} unit price of contract item; .

(g) nunber of units; and :

(h) total dollar amoun: of royalties.

. DD Form 783, Royalty Report is approved for use in furnishing the above information.
In addition, if specifically requested by the Contracting Officer prior to execution of
_the contract, a copy of the current license apgreement and identification of applicable
clains of specific patents shall be furnished. : :
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LATE QUOIATIONS. : ' '
(a) Quotations and mdificaticme received at. the- office designated :Ln I:he Request: .

for Quotations . after the:close of business.on. the date set for recelpt thereof (or
after the .time set for receipt if a particular time is specified) will not be econ-
-8idered unless: -

- (1) they are received before avard iz made; and either

- {11)  they are sent by registered mall, or by certified mail for which an offi-
cial dated post office stamp (postmark) on Ehe original receipt for Certified Mail has

' been obtained, or by telegraph; and, it is determined by the Government that late'
 receipt was due solely to delay in the mails, or deley by the telegraph company, for :

vhich the offeror was not responsible; or -
(i1i) 1f submitted by mail or telegram, it is. determined by the Government that

'the'late receipt was due solely to mishandling by the Govermment after receipt at the

Covernment installation; provided, that timely receipt at such installation ig estab-
lished upon examination of an appropriate date or time stamp (if any) of such installa~

 tien, or of other documentary evidence of receipt at such installation (if readily
_available) within the control of such installation or of the post office serving it.

(b). Offerors using certified mail are cautioned to obtain a Receipt for Certified -
Mail showing a legible, dated postmark and to retain such receipt agaimst the chance ’
that it will be required as evidéence that a late quotation was timely mailed,

{c) The time of mailing of ‘late quotations submitted by registered or certified

‘mail shall be deemed to be the last minute of the date shown in the postmark on the
‘registered mail receipt or registered mail wrapper or on the Receipt for Certified:
:Mail unless the offeror furnishes evidence from the post office station of mailing

which establishes an earlier time. In the case of certified mail, the only acceptable'
evidence is as follows: (1) where the Receipt for Certified Mail identifies the post
office station of wailing evidence furnished by.the offeror which establf{shes that the

business day of that station ended at an earlier time, in which case the time of .

pailing shall be deemed to be the last minute of the businees day of that station; or o

{11} ao entry in ink on the Receipt for Certified Mail showing the time of mailing
- and the initials of the postal employee receiving the item and making the entry, with

appropriate written verification of such entry from the post office station of mailing,

in which case the time of mailing shall be the time shown in the emtry. If the post-
" mark on the origimpal Receipt for Certified Mail does not show a. date, the of fer shall
‘not be considered.

' BQUAL OPPORTUNITY. (Complete the following )

The offeror represents that he ( )} has, () has not, participated in 2 previnus

© contract or subcontract subject to either the Equal Opportunity ¢lause herein or the -

clause originally contained in Section 301 of Executive Order 10925; that he { ) has,

{ } has not, filed all required compliance reports; and that representations indicating o

submission of required compliance reports, signed by proposed subcontractors will be

-obtained prior to subcontract award. (The above representation need not be submitted

in connection with contracts or subcontracts which are exempt from the clause.) _

Standard Form 100 is attached._
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'BUY_AMERICAN ACT.. The follewing cextificate mst be executed prior to award.

{signing of the quotation constitutés signing of certificate. )

BUY AHERICAB CERTIFICATE. i - .
The bidder hereby certiffes thet each end product, ‘except the end products -

- excluded below, is & domestic source end product (as defined.in the contract clause

entitled "Buy American Act"); and that components of unknown origin have been considered
to have been mined, produced, or manufactured outside the United States,

EXELUDED ITEhS (if none, please insert "None"):

Specific information as to articles, materials, and supplies excepted from the Buy
'American Act is available to prospective contractors upon request. -

QUOTIER SHALL INCLUDE IN HIS BUSINESS ADDRESS THE COUNTY OF THE STATE IH WHICH THE BUSINESS
IS LOCAYED. : R

ORD'ER OF PRECEDENCE. -

‘In the event of an inconsistency between provisions of this solicitation, the in-
_consistency shall be resolved by piving precedence in the following ordér: (a) Annex
Statement of Werk; (b) the Schedule; (¢} terms and conditions of the solicitation;.

(d) General Provisions; (e) other provisions of the contract, where attached or incor-.
porated by reference. . .

DISCOUNTS.

. Prompt payment discounts will be congidered in the evaluaticn of:quotations, provided

*  the minimum period for the offered discount ig 20 calendar days, However, offered dis-

counts of less than 20 calendar days will be taken 1f payment is made withism the discount
period, even though fot considered in the eyaluation. Time will be computed from the date
a proper Invoice is received in the office sgpecified by the Government., For the purpose:

of earning the discount payuent 1s deemed to he made on date of mailing of the Government
check.

- LABOR SURPLUS AREA CONCERNS.

This procurement is not a set aside for labor surplus area concerns. However, the.
quoter's gtatus as such a concern may affect entitlement to awaxrd in the case of tie

¢ quotations or in the evaluation of gquotaticns in accordance with the Buy American clause of .

In order to have his entitlement to a preference determined on the ocuxr—
- rence of thosge events, the quoter must identify below the areas in which the ceosts that he .

this solicitaticn,

will fnmcur on account of manufacturing or production (by himself or his first-tier subcon-

. tractors) amount to mwore than 50 percent of the contract prioe°

e e
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Failure to list the proposed areas of pecforvance as specified above will preclude con-
gideration of such quoter .as 2 labor surplug area concern.

The quoter agrees that If, as a labor surplus area concern, he is gwarded a cnntra:: for
vhich he would not have qualified in the absence of such a clasgification, he will perform
or cause to be performed the contract in accordance with the circ¢umstances justifying the
preference. -

* ACCEPTANCE TIME.

The quoter shall stipulate'a_time within which the Covernment may accept his propesal.

CERIIFICATE OF CURRENT COST OR PRICING DATA.

Prier to avard of the contract resulting from this solicitation quoters shall submit

2 Certificate of Current Cost or Pricing Data ag outlined in ASPR 3-807.4.

PAYHENT.
: Quoteré should indicate the address to which payment should be mailed.

CERTIFICATION OF NONSEGREGATED FACILITIES, (Applicable to contract, subcontracts,
and apreements with applicants who are themselves performing federally assisted
construction contracts, exceeding $10,000 which are not exempt from the provisians
of the Equal Opportunity clause.}

By the submigsion cf this bid, the bidder, offeror, applicant, or subcontractor
certifies that he does not maintain or provide for hig employees any segregated .
facilities at any of his establishments, and that he does not permit his employees

_to perform thedr serviceg at any locatleon, under his control, where segregated fa-

cilitieg are maintained, He certifies further that he will not maintain or pro-

~ vide for his employees any segrepated facilities at any of his establishments, and
- that he will not permit his employees to perform their services at any locaticn,.

under his contrel, where segregated facilities are maintained. The bidder, offeror,
applicant, or subcontractor agrees that a breach of this certification is a viela-
tion of the Equal Opportunity clause in this contract. As used in this certification,
the term "segregated facilities” means any waiting room, work areas, rest rooms and
wash rooms, restaurants and other eating areas, time clock, locker rooms and other -
storage or dressing areas, parking lots, drinking fountains, recreation or entertain-
ment areas, transportation, and housing facilities provided for employees which are
gegregated by explicit directive or are in fact segregated on the basis of race,
creed, color, or national origin, because of habit, local custom or otherwise, He
further agrees that (except where he has obtained identical certificationa from pro-
posed subcontractors for specific time periods) he will obtain identical ecertifications

“from proposed subcontractors prior to the dward of subcontracts exceeding $10,000

which are not exempt from the provisions of Equdl Opportunilty c¢lause; that he will
retain such certification in hiz files; and that he will forward the following notice:
to such proposed subcontractors (except where the proposed subcontractors have sub~
miteed identical certifications for specific time. periods)

9
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NOTICE TO PROSPECTIVE SUBCONTRACTORS OF REQUIREMENT FOR CERTIFICATIONS OF NONSEGRE-
CATED FACILITIES., A Certification on Nonsegregated Facilities, as required by the
Moy 9, 1967, order on Elimination of Segregated Facilities, by the Secretary of
Labor (32 Fed, Reg., 743%, May 19, 1967), must be submitted prior to the award of a-

" gubcontract exceeding $10,000 which is not exempt from the provisions of the Equal

Opportunity clause. The certification may be submitted either for each subcontract
or for all subcontracts during a perfed (i.e., quarterly, semiannually, or annually).

{Rote: The penalty for making_falhe statements in offers is prescribed in 18, U,.S.C.

1001.)

.10
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Sample Ceontract - ' . :

ARTICLE I. SCOPE.

Commencing .on the effective date of the.contract and ending within 1l year the Contrac-
tor shall furnish all necessary qualified personnel, material, and equipment, managing and
divecting the same to complete.the work. described in Amnex “B", Statement of Work, attached
hereto and by this reference specifically made a part.of the comtract.

ARTICLE TT. REPORTS «

a. Classified informa:ion and all information produced underx classified contracts,
which the Contractor proposes to release to the public, must be reviewed prior to such
release. This applies to all types of disclosures,. e.g., oral/visual disclosures by pre~
sentations at unclasgified meetings or documentary disclosures by publication of papers in
technical journals. It includes publicity relezses, sales brochures, advertisements, etc..
Requests for permission.to release such information shall be submitted, in five coples, by

_-the Contractor directly to the Director, ARPA, ATTN: Security Review Offdicer.

b. - Technical Report Summaries: The purpose of the report summary is to emphasize the
importance of meaningful communication and . to specify two .aspects of the reporting procedures
required in the FINAL REPORTS and those. intermediate reports which the Contractor believes
exhibit results'significant enough to be noted. .

This'summary, prominently identified, should normally not exceed a few pages. The
purpose of the project must be specified, together with a description of important equipment
purchased or developed, if any, and .the conclusions. reached by the Contracter. The most
important aingle. feafure of this puommary is. that it must .be meaningful to readers who- are
not sPecialists An. the suhject matter. of . the contract. :

The requirement for. careful preparation cannot be overemphasized as this summary
will often provide. the bagis for decisfons on. the continuity of a project. The Contractor
mist recognize that hig achievewents are quite .often surveyed by Department of Defense staff
function at a level :hat precludes a thorough. review of. detailed reports. :

it is not intended. that the.summaryibc either didactiec or oversimplified, Where
appropriate, references should be made to wore detailed sections.of the report in order to
guide those who may be prepared to spend. the additional time required to devclop a more cef~
plete and professional understanding of the accomplishments. :

e Abhrevia:ions;:Acronyms and.CcdeﬁNames: It is important that the Contractor aveid
abbreviationg, acrouyms or code names in the summary, or the detailed report, that are not

-spalled out immediately, e.g., LRL {Lawrence Radfation Laboratory). If the abbreviation, .~

1n
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| raference to the topics listed below. The initial report gshould include an Introduction-
- outlining the background, objectives, and assignment of respcnsibility for the project,”

- or "oo significant Change ' when appropriate,

o et i e e
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Sagple Contract : : o _ .

acronym or code name 1s to be used several times in succeeding paragraphs and sentences,
and in the body of the report itself, it is appropriate to use the abbreviation. However,
it ig imperative that every technical report, firal or intermediate include & complete
glossary of abbreviations, acronyms and code names displayed in the text.

d, ‘Quarterly Management Reports: The primary purpose of these brief reports, which
ghould be in letter form apnd generally not exceed three (3) pages in length, is to inform
various levels of management of significant events, accomplishments, and problems associated
with the progress of work., The Management Reports should not be used to document technical
progress or contain technical deseription such as graphs, charts, or formulae, Tiiese types
of data belong in technical reports. .

The report should present a narrative sumﬁary-of work performed Including specific

Any of the following topics may be. covered by 1nserting “none", "mot applicable,"

(1) Research Program and Plan, .A-brief sfatemenﬁ of ebjectivea and plan of re~
search will be included in the report. : : o ' o

(11) Hajor Accomplishments. 'Thiﬁ should include a brief.description written in

lay terwms, of any finding or accompiishment considered worthy of being brought to the

attention of management. The meeting of routine schedules shauld not be included but
accomplishnent of major- milestones should be reported. :

(111) Problems Encowntered. This topic should make reference to difficulties
associated with personnel, facilities, contracts, availability of literature, funds, strikes,
disagters, ete., which significantly affect the progress of the work involved. TProblems :
of a technical nature should algo be included, but in brief, non-technical terms, -

(1v) Fiscal‘Sta;us} This should inclﬁdg;_.

1, Amount currently funded. - _ _

2. Estimated expenditureg and commitments to date.

3.. Estimated funds required to complete the work, '

4, Estimated date of completion of the work (when different from that
-specified in the ARPA Order or contract).

A capy of the filscal portion of the quarterly managemenc reports shall also be
uubmitted to the Contracting Officer and the Administrative Contracting Dfficer, .

12
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© {v) Action Required by the Government, Normally this will include any assistance
required of ARPA in resolving '?roblems Encountered",’

" {vi) Future Plams. A brief statement of any significaﬁt change which 4s planhed
in tha course of work under way or on any new item which is considered to be of interest
to management. .

(vii) Milestone Report: A list of suggested milestones shall be subwitted, in ten
copies. (Milestones are defined as polnts of accomplishment which represent significant
progress when completed). The list shall include the initiation and completion date for
each milestone. A brief description of the milestene should be provided, when necesgary,
to define specifically the accomplishment to be attained thereunder, The Miléstone Report
should be included in the Quarterly thagement Report. '

Milegtones should include major phases of hardware development and. testing,
decision dates on alternate approaches, dates by which control information on facilities
or government equipment is required, dates by which a capability must be demonstrated,
delivery dates, and other significant phasing and timing points.

" Upon approval by ARPA of milestone information, coples of SD Form 350 {copy
attached}, which contain appropriate instructions, will be vade available for use in
reporting progress against the milestone schedule, .

. e.  Interim Speclal Report of Hajor Events. The Contractor shall report major items
of special significance, as they occur, These reports should reach ARPA within five (5)
days of the event reported, utllizing TWX facflities when necessary. Such event items

~ghall include, but not be restricted to, strikes and disasters, program delays, technical
breakthroughs, major decisioms, and requirement for increase in funding. One copy of any
such report shall be furnished the Contracting Officer. ' . ' - .

f. Program Plan. The Contractor shall submit a program plan containing a detajled
research plan, milestone plan, milestone chart, and manpower loading chart for each major
tesk; a chart depicting major subcontracts and equipment/material purchases, the date and
approximate awount of each; and a chart depicting major Government furnished equipment
(GFE) and facilities required,; and the date apnd duration that such GFE or facilitles are
tequired. The estimated cost of CFE or facilities should be included if known:. Three
copies of the Program Plan shall be submitted directly to the Director, ARPA, Washingtom,
D.C., 20301, within 30 days after the effective date of the contract. )

. g+ Quarterly Technical Reports. This report shall present a concise and factual
discussion of technical findings and acecomplishpents during the perioed. The report shall
be of technical publication quality, including appropriate subject matter references,
Three coples of the report shall be submitted by the Contractor directly to the Director,
ARPA and are due within 30 days following the close of the report period. The reéport will
present a conclse and faetual discussion of technical findings and accomplighments during
. the period.  The report should be of technical publication quality, including appropriate

subject matter references.,

13
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h. Final Technical Report. Upon completion of the project, a final report will be
submitted in lieu of the regular technical report, directly to the Director, ARPA.

4. Mscellaneous Reports. In addition to the aforementioned written reports the.
Contractor shall periodically furnish such written data relative to contract performance
as may be requested by the Contracting Officer, and shall be prepared to discuss orally.
any phase of contract performance ar. prOgress ag tequired by the Contracting Offioer.

- A completed Document Control Data - R&D (DD Form 1473) shall be ircluded with each

copy of a technlcal report required under the terms of the contract.

R The reports requirod by this Article and the deliverable items set forth elsevhere
in the contract are data to be delivered in accordance with the clause entitled "Rights

in Tachnical Data”.

i. The heading or cover page of each rEport -shall contain the following information:

ARPA Order Ho. 1260 . _ ' Contract Number

Progran Code Ne. 8D30 g . . Principal Investigator and Phone
: : ' : Humber

Hame of Comtractor . S Project Scientist or Engineer and

 Phone Number

 Etfeotive Date of Contract
. Contract Expiration ﬁato - - . short Title of Hork
.Anount ef Contract | |
. Eooh report orepared will include the foiiow%ng citation on the cover:
Sponsored by

Advanced Research Projects Agency
ARPA Order No. 1260

'n. Eich publication resulting from ARPA work oill contain the following
acknowledgement: e

This research wasfaupported by the
Advanced Research Prajects Agency
of the Department of Defense under
* Contract No, .

14
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o. Thrae copies of each report'(Managemen: or Technical) shall be aubwittéd to: -

-Director

- Advanced Research Projects_Agency

‘Washington, D. C. 20301

-'p. One copj of each technical report on all ARPA work shall be gent to:

Institute for Defense Analysis

400 Arwy-Navy Drive
Arlington, Virginia 22202

q; Twenty copies of each techmical report generated on ARPA Projects shall be

‘gubmitted to:

Defense Documentation Center
Cameron Station

Alexandria, Virginia 22314

ARTICIE III. DELIVERY SCHEDULE.

a. Schedule o: Deliverable Items:

Description ' ' Ko. of Copies

(1) Quarterly Management Reports

(11} Interim Special Report of
Major Events

- {4i1) Program Plan

(1v) Quarterly Technical Reports

{v) Fihal Technical Report

Delivery Date

15 days after the close

of the report perilod.

As required by ARTICLE II,
30 days after effective
date of contract.

30 days after the close of
thg report period,

13 months after éffe:tive
date of contract. -

b. The items set forth above in this ARTICLE III.,, do not represent the total amount
of woerk to be performed -uvnder the contract but are certain deliverable items set forth for
administtative purposes. Other items not specifically set forth above, but required by
the contract shall be dellvered as specified elsewhere in the contract, or if not so

- specified with the final report.

15 S
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¢. Inless otherwise specified in the ccntraet all deliverable 1tems ghall be
delivered prepaid to:

Director
Advanced Regearch Projects Ageuncy
Washington, D. C. 20301

ARTICIE 1V. PROJECT OFFICER. The Contracting Officer may designate Cnntracting
Officer's Te:hnicel Representatives to:

a. Act as Prcject Officer under thie contract. The Projectzofficer ﬁill recelve
for the Governwent, reports and other material called for inm this contract and will
represent the Contracting Officer in the technical phases of the work. . The Project
Officer is not authorized to change any of the terms and conditions of this contract,
Changes in the scope of work will be made only by the Contracting Qfficer by properly
signed written modifications to the contract. Such representatives as may be appointed
will be specifically designated ina letrer from the Coutracting Officer to the Contrac-
tor. .

b. Certify Contractor's "need to know' in connection with Contractor's:
(1) requests for information from Governﬁent activitiee,

{2) requests to private contractors for information developed pursuant to
Covernment contracts,

(3) visits to Gavernment_inétaliationejend other Covernment Contractors to-
obtain information to be used in contract performance, .

ARTICIE V. ALLOWABLE €OSTS. Xt is understood and agreed that, subject to the provi- -
sions of Clause 3, "Allowable Cost, Fixed Fee and Payment", of the General Provisions
the following shall be considered as allowable items of cost under the contract when
ineurred or paid by the Contractor and when mnecessaxy and required apd used for the

performance of the work hereunder; (this Article does not preclude the allowance of -

other costs allowable under Armed Services Procurement Regulationm, Section XV):

a. Salaries and Wages. Expenditures by the Contractor for salaries and weges'uf'
his persomnel and borrowed personnel directly engaged in the performance of work here-
under and properly allocable te this contract imcluding Federal amd State taxes paid
by the Centractor and properly allocable to such salaries and wages.

o b. fravel and Subsistence., Reasonable subsistence not in excess_uf actual item
ized expenses of §. per day, or a per diem allowance in lieu thereof of § oy
and tramsportation for persomnel employed in the performance of this contract, while

in travel status, provided such travel is necessary for the performance of this contraet;_

and provided that, expenses for transportation hereunder by motor vehicle other than

16
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- eonmon carrier or rented automobile shall be reiwbursed on a reasonable actusl expensze-
basis, or at the Contractor's option, on. a. nileage basis at a rate of § .
. per mile, plus any toll or ferry.charges.. The difference in cost between first—clsss

- .air accomnodations: éand less. than first-classi.air:accomedatiens 1§ unallowable ewcept
when less than first-class accommodacions: are not reasonably available to meet mission
requirements. Reasonableness.shall be ascertained by a review of all facts pertaining
‘to the specific cost by the Contracting Officer.. Should tramsportation and subsistence
" expenses be Incurred concurrently in’commection.with the performance of more.than one
contract; such ezpenditures shall be allocated on-.an.equitzble bagis to the contracts
~dinvolved,: such allocation.to 'be based on a review of all pertinent ‘facts concerned with
the particular trip. .

Haterials and Sugplies ‘Expenditures: ﬁy the.Contractor for such materials;
'supplies, apparatus, equipment, and.other. articles. (including rental of apparatus and
equipment) properly:allocable to:performance:of the. wnrk hereunder,

od. Indirect Gosts; . A proper method.of determining indirect: costs will be
- pegotiated.

ARTICLE VI. . NAXIMUM CENTRACT COST. Subject to the provisions of'Clausé'z “Lini tation
of Cost"™, and Clause 3,_"A110wab1e Cost, Fixed Fee. and Payment", of the General Provi-
slons:

a. .The total of the Allowable Cest under . this. contract shall not exceed _

(8 _ ), which sum 1s the estimated
tutal Cost of the Contractor's performance hereunder, exclusive of fixed fee, and is _
based upon data on file in the office of the Contracting Officer and is to be considered -
as the "estimated cost" for. the purpose of interpreting Clause 2, "Limitation of Cost"
of the General Provisions. This limit may be inereaged from time to time by the Govern—
-ment .solely at its discretion. - '

b. ‘In addition tothe. Allawable Cost aferesaid, the Covernment shall Pay the _'
Contractor a fixed fee.of. . . (s . }
for the performance of this contract. ' L

: c. The total amount of this contract, anlusive of fixed fee, therefore, shall
‘not :exceed . L - . {$ . ) .

d. Subject to the withholding requirements of the General Provisions the Contractor
at the time of reisbursement: of allowable.cost will be entitled to payment of fee on the
bagis of such cost in. the same ratio as the total fee ia to the total estimatEd cost ex-
clusive of fee,

17
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ARTICLE 'vn STANDARDS OF WORK.

The Contractor agrees that the performance: of work and services, pursuant to the

"requirements of this contract, should conform to high professional standards.

ARTICLE VIII, OTHER PROVISIONS.

: Annex VAM, Ghneral Provisions, “Cost—?lus-Fixed Fee Contract”, is by this reference
specifically made a part of the contract. :

18
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CENERAL PROVISTONS

iodex'tn Aninex “A”l:

L iCngge "ASPR Reference
. Definitions _ 7-103.1
Limitation of Cost 7-402.2(a)
Allowable Cost; Fee and Payment: 7-203.4(a)
- Standards. of Hork ) : _ 7-402.4
Inspection and Correction of Defects - 7-402.5
;. Assignment of Claims - 7-103.8
‘Exatilnation of Records .. 7-203,7(a)
.Subcontracts’ : - 7=402.8(a)
‘Utilization of Small Business Concerns 1-707.3(a)
Terwination 8-702(a)
‘Disputes 7-103.12
Renegotiation 7-103.13(a)
Buy American Act 6-104,5
_Convict Labor- 12-203
- Walsh-Healey Public Contracts Act 12-605
Contract Work Hours Standards Act — Overtime Compensation 12-303
‘Equal Opportunity : - 12-802
Officials Not to Bemefit. . 7-103.19
Covenant Against Contingent Fees -7-103.20
Authorization and Consent ' 9-102,2
Notice and. Assistance Regarding Patent Infringement 9-104
Patent Richts T 9=-107
4n appropriate Patents Rights clause will be selected o .
Rights in Technical Data . 9-203(b)
Technical Data ~ Withholding of Payment 9-207.2(b)
Military Security Requirements : 7—10& 12 as modified by 7-204.12 .
 Insurance. - Liabllity to Third Persons. ' 7-203.22
Utilization of Concerns in Labor Surplus Areas 1-805, 3(a)
Payment for Overtime Premiums 112-102,6
Competition in Subcontracting . 7-104.40
Audit and Records ' 7-104,41(c)
Price Reduction for Defective Cost or Pricing Data 7-104.29(a)
_Subcontractor Cost and Pricing Data - 7-104 .42 (a)
Filing of Patent Applications - 9-106
Excusable Delays 8-708(g)
‘Negotiated Overhead Rates (if applicable) 3-704.1
Cratulties 7-104.16
‘Limitation on Wi:hholding of Payments 7-403.12
Small Business Subcontracting Program. T 1-707.3(b)
Labor Surplus Area Subcontracting Program 1~805.3(b) .
. Interest S E-620
' Changes J7=-404.%
Stop Work Order 7=205.7{(c)
Reports of Work ' 7-404,6

The above constitutes the General Provls1on5 that will ‘be incorporated in the' -
¢ontract resulting from this solicitation. It is economically impractical to

include these provisions with each solicitation, however they will be. provlded

- upon your written request.




[ Ay

20

" STATEMENT OF WORK

mx liBtl

’Sponsoring ‘Agency:

. Advanced Research Projects Agency (ARPA)

Washington,; D. C. 20301

SPECIFLCATIONS ‘OF
 INTERFACE' MESSAGE PROGESSORS

FOR THE ARPA COMPUTER NETWORK




[P —

i U

) II-
I

Appendix
A.

 B..

c.

D.

_E.

‘Fe

21

Ao
B-

.C.

D.

E.'

F.

G.

H;.

- TABLE OF CONTENTS

Network Description

Introduction
Funetional Description '

‘1. The User Subnet
2. .The Communication Subnet
'Functicnal Deseription of the IMPS

1. Breaking of Messages into Packets
2. Management of Message Buffers

3. Routing of Messages

4. Generation, Analysis and Alteration of
.. Formatted Messages
5. Coordination. of Activities with Other TMPS

6. Ceoordination of Activities with its HOST(s)

7. Measurement of. Network Parameters and
Functions -

8. Detection and Disposition of Faults

9. .IMP. Software Separation Protection
The HOST-IMP Interfaces

The IMP-CARRIER Interfaces

Hetwork Performance Characteristics

1. Message Delay

2. Relisbility

3. Network Capacity

4, FNetwork Model
HOST-HOST Characteristics
IMP-Operator Interface

Wetwork Contractor Perfbrmance{

Elements of System Desigﬁ

. ARPA Network Nodes

ARPA Network Topology -
IMP Delivery Schedule :
Input ‘and Output Facilities. for the IMP Operator

ARPA Network Data Rates Between Nodes in Kilobits/éécf

Data Communications Conventions

-Routing

e Vo i



: S?ECIFICATIONS OF:
INTERFACE MESSAGE PROCESSORS
FOR THE ARPA COMPUTER NETWORK -
T 'Netﬁorkuneecription

AL Introduetion

The Advanced Research Projects Agency,. with the cooperation of its
research contractors, is forming a computer communication’ network, By the

~distinctive nature .of these contractors, this will be a ‘highly inhomogeneous-

':network There will he many kindé of comptters involved and even in those
cases where. tvwo corntractors .pogsess similar. equipment,- ‘their operating 8ys-
tems-and types of utilization will differ. On.the other hand, this will be

.3 metwork of important potential precisely due to making these advanced re- .

search computer systems availdble.to users. cutside their own design eircle.

Bystem variety is of utmost importance; any present similarity is to be con~

gidered a happenstance of equipment availability and must not be an issue:
of network design, Each system is oriented to the specialized research of
the contractor and after connection to the network, will continue to operate
primarily as a stand-alone system for that contractor s use, Each contrac—
tox will make some part. of his facility frequently available to the network'
however, network operation must not depend upon any single contractor's

" machine, (Hereafter a contractor's computer is called a HOST.)

. To effect graceful disconmection of a HOST from the network and to

- . guard agajnst burdening connected HOSTS with network responsibilities, a
communication subnet shall be constructed consisting of store-and~forward

- computers {(called IMPS or interface message processors) located at contrac- .

tor sites. Each IMP sball be connected to several other IMPS by full duplex .
50 _kbps common carrier communication links creating a strongly interconnected

net. Typically, there will be three or four full duple
that can serve to bemefit routing and network buffering.
ected network nodes and an illustrative interconneetion graph is shown in
appendices A and B.

In addition to serving the research interests of the ARPA contrac-

- tors, . the network. itself is a subject of study and experimentation; for this
reason, data :gathering facilities are incorporated into the network and must
be considered an.integral part of  the hardware and software design of the
communication subnet, - THe use of these fecilities will provide a basis. for
evolution of the network design.

22
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- B. 'Funct_ional_ Dcsc-ription' of the Network -

- For the purposc of dch:.ncatmg'ar.c#s' of responsibility and

“specifying design rcqulrcmcnts the network is subdivided into the follow-
ing cnmponants. :

1. The USER SUBNET

_a.. The

HOST systcms'; '

The contractors hardware and software prior to or

“independent of the forma.tmn o# construction of the -

network.

The contractors own hardware and soﬁware
individually designed and 1mp1emented for his own -
convenience in atlaching himself to the network.

The c0ntra.¢tors own hardware and software

specifically oriented to his atilization of some

‘other HOST system within the network.

2. The COMMUNICATION SUBNET

a,. The

| b, The

CARRIER systems;
The comnion carrier facilities available by
contract prior to or mdependent of the formation

of the network.

'I'he I.'circ.:ui_t switches, leased lines, data sets, and
line conditioning equipment utilized by the network.

IMP 'systems;

The store- and -forward message processors

' dedlcated to- the service of the network..

23

The hardware interfaces ,atta.ching. the message

processors to the data sets of the CARRIER.

The _pr_-dé_edur.e:s , hardware and software, for

message transmission, validation, failure detec-
‘tion, recovery, and data gathering. In general,



‘those processcs comprising the communication
design and perforrznce of the massage proces-
gars which rozintain at all network sites (hereafter

~called the. CARRIER side of the IMP),

 The hardwarc interfaces attaching the messape
processors to the local HOST (s).
The procedures, hardware and software, for
messape réformatling either sending or receiving.
and as specifically required for the local HOST,
(hereafter called the HOS'I' side of the IMP)., °

To visualize the operatzon of the network, c0ns1der the following examples
of expeeted interactions.

.Example 1. _Ddcu1nen‘téution activities using the S."R..I. HOST system.

The IIOST at’ Stanford Research Institute w:Lll maintain a network '

libraxry of documentation information. Some of this information is private -

to S, R, L., some is available to all network users, some is available to
particular network users, The S.R.I, system for handling such informa-

tion on-line is to be made available to the network users. The on-line
controls coming from an S,R.1. console specify precisely the program-

control of the documentation system. Consequently, the ouiputs generated
by any ¢onsole in the network can be mapped into the set of S.R.I. console
outputs by a reformatting program in the user's HOST and thus effect con-
trols of the S.R.1, system. In the other direction, the display output to

“an §,R.I. consolé uniquely specifies the visible results of applying the

above controls. Consequently, the data stream from the computer to the-

_ -d1splay system can bhe mapped into the output data stream required to
- similarly display such visible results at the user® site. This would also
- be handled by a reformatting program in the users' HOST. '

In general, there is room for many different selections of how and
where to programmatically connect two HOST sites, the above is only .
intended as an example., - We could just as well elect to transport the S.R. 1.
document to the user! HOST and reformai this document to a forrm acceptable

by the HOST system and then. a.pply HOST d1spla.y {or hne prmter) programs
16 the: resulting document. :
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| Exa'mp:l::c 2. Network studies using the UCLA HOST system.

The HOST system at UCLA will include analysis programs for
studying network performance. ‘The design of the IMPS will include
facilities for gathering network data-when requested and reporting this
~ data to other sites, A user at an arbitrary contractor site may schedule

- and run network experiments by supplying program controls to the UCLA

HOST system to effect the selection of data gathered and to govern its
analysis by the UCLA HOST system. Or, the user may elect to have.
the raw data sent to him directly for processing by his own programs,

~'o.avoid conilicts, such experiments w111 normally be scheduled and.
. momtored by the UCLA HOST.

Example 3. Extended _console opei!a!.tion in the network.

‘Bince many sites have unique facilities, we can expect rich inter-

. action to occur, as it is only necessary to develop INTERCONNECTION

; SOFTWARE in order to have utilization of the power of another contra.ctor
system. From the point of view of the ARPA contractors as dsers of the
netwozk, the ‘communication subnet is a self-contained facility whose soft-
ware :-m_d hardware is maintained by the network contractor, "In designing .
INTERCONNECTION SOFTWARE we should only need to use the I/O%on-~ -
‘ventions for moving data into and out of the subnet and not-otherwise be
- involved in the details of subnet operation. Specifically, error checking,
fault detection, message switching, fault recovery, line switching, carrier
_ fa.:lures and carrier quality assessiment, as required to guarantee reliable '
network performance, are the sole responsibility of the network contra.ctor.
However, during the period of design and construction of the network, the
user contractors can provide aid to the net'work contractor as suggested

in Section IV B below. ' -
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C. Functional Description of the IMPS,.

The set of IMDS 15 to serve as the i-nte'rf_ac_c between the set of

"HOSTS and the CARRIER network. Fach tranamitting HOST locks into

the network through its adjacent IMP and seea itself connected to the -

_ rece:wmg HOST (which responds to requests from the transmitting HOST

after a delay due to IMP and CARRIER congestion as well as its own
congestion}. Each receiving HOST sces the network through its adjacent
IMP and responds to incoming data as fxom a set of remote terminals
making requesis. The network sees a set of IMPS providing and accept-

~ ing message traffic. Each IMP sees the network as a source of messages
- fox its receiving HOST, and as a sink for messages from its transmitting

HOST and from messages using it as a relay IMP, The IMP, as part of
its basic function must smooth out severe fluctuations in the message

trafiic. by providing tempora.ry message buffermg.

Thus, the IMP is to prowde store-and-forward switching for.
messages exchanged between the HOST computers. It is to receive
messages from its attached HOST (s) and from other IMPS connected to
it by means of communication circuits, These messages, or packets of

- ™messages, are to be forwarded, as appropriate, to. the other connected
-_IIVIPS 8r to its attached HOST (s). In the execution of these functions the
- IMP is to observe the IMP-IMP communication protocol and the HOST-IMP -

communication protécol, as established by ARPA, A tentative version of -
the protocol is provided in Appendix F. ‘These activities of the IMP involve

“the followmg functiona:

(1) Br_ea.kmg messages 'into.'-pac:k'e‘.t.s |
(2). Management of mess.agé.-b.uff_'e'r.s' |
;(3) ,.Routmg of messagea o |
.(4) :_Genera.tmn, analysm, __and altera.tmn of formatted mes sagéa
.(5)- Coordm_atmn_of activities with other }MPS.
(6 Qébidiﬁaéio'n of agtiv_it_i'e;_' with its HOST . |
-t?) -Méasu:ézfmeﬁt_ of Jriétw_ork 'palt_'ra.meters -and.f_ﬁn'cit_:lqns
(8)_ .-‘I)éfl';ct'ion and‘dispbaition of faults . |

. ,:;' ~The spemﬁc functions to be performed by the IMPS, and the
algonthrns used to mplement the fu.nctmns, are ail an‘b;uect to change wzth
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time, These changes may occur as the network chanpes in size, or.
changes in mode of application, and is subjected to improvements and
expcr:tmentatmn. It is neceéssary, then, that the design of the IMP pro-
grams and hardware be such as to permit these changes to be made with
relative ease. The program-hardware tradeoffs, the modularity of thesea .

elements, the ability to make program. changes from remote Iocatmna, and o
“the selectzon of the source: language for the programa are all of concern
heve. :

1. Breaking of Messa;ges mto'Pa.ckets "

_ HOSTS will wish to communmate w1th messages of longer length'
. than c¢an be reasonably transmitted as a single block due to the increasing.
. probability of retransmission. Thus, a Packet is defined as the inter- INIP
. unit and Message as the inter - HOST unit. - A packet will not exceed 1024 -

-+ bits in length; the IMPS must break all longex messages into multiple

packets., Messages will be limited to 8192 b1t5 ‘#0 as not to require exces-

-sive buffer space.

2. Management of Message Buffers |

The IMP is to provide buffers for the temporary storage of
messa.ges or portmns of messages. These buffers will be used:

(1) when speed conversions are tﬁ_b take place
(2} for messages that éncounter délays in being forwarded

(3) to prowde a-copy of forwarded data for which no mchca.-
tion has yet been provided of error-free receipt.

: The IMP is to control the flow of the data in and out of its buffers, pexr~

rnitting the flow of incoming data from the net and from its HOST when

‘buffer space is available, quenching this flow when the space is scarce or
‘unavailable. This control (stimulating or quenching) is hrought about
ﬂn’ough the use of IMP- generated a.bnormal packets. :

3 Rout‘mg of Messages

For each incoming pa.cket a.nd each IMP- genera.ted packet .
wh:.ch is not destined for a particular IMP'S HOST, the IMP chooses the-
next immediate destination by the execution of a routing algorithm. Such
an algorithm will typically take into account the ultimate destination of the
packet, the connectivity of the network, ‘the loading and condition of the
communication links and other IMPS, and the message priority.  ‘When
the routing algorithm indicates that a message should wait for a busy
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chiannel, then that massapce must bhe placed on o gueue in the balfer and
the Tules appropriate to the priority di iscipling in cffcct. must be adhered
to. The IMI? will also be expected to exchange routing and loading infor-
mation with TIOSTs and other IMPs of the network, as dictated by the
routing process, lhus providing per 1ocl1c updatmL of Lhc, rouf.mg, tables,
(‘wu Appendix G} '

4. Generation, Analysis and Altexation -,bf-"F.orma.ttc-d Messages

The message and packet’ excha.ngcs between IMPs, and bctwccn
IMP and HOST, will conform te the formats in the ARPA established proto-
cols. The IMP is to constract all of its outgeing messages and packets in
.these formats. Header information on a message will be altered in the
IMP when appropriate. All IMP analyses of incoming messagcs and
pa.ckcts are to assume that these messages and packels will (Lxccpt in
case of error) also conform to these formats. Transmitting HOST mes-
"sages will be disassembled, as required, into pa.ckcts Recelving HOST
messages will be yecassembled, as required, from incoming packets.
Thus, in both transnnttmg and receiving, the I—IOST& deal with complcte :
messages, : : :

The IMP will'.provide the necessary serial to parallel, and

parallel to serial conversions for communication with the communication
circuits and the. attached I—IOS'I's_. o

5, Coordlnauon o{ Activities with other IMPS

IMPs will coor dmate their a.ct:.ons w:L*Lh other IMPs in the net~
work through the use of IMP or HOST gencrated messages. Thesc messages
will provide for the positive or negative acknowlcdgement of messages, and
the temporary cessation or reinstitution of message transmission, When
required, as through a negative acknowledgement, the IMP will repeat
messages which have been received in error. Through the use of IMP
gencrated messages, network status information will be sensed and per-

I colated through the network for use in changing the routing tables.

In addition to generating such coordmatmg messages the mMP
w:ll receive and react to coordinating messages. :

6. . Co‘ordinafi‘on of Activities with 'its HOST (s)
Each IMP is required'to éoordinate its actions with“its'own-

HOST. These activities include the acceptance of messages frorn the _
transmitting HOST upon request (at the IMPs convenience), and the delivery
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- of messages to the receiving ITOST {at the recoiving HOST 's convenicnee).

Of course, if the veceiving HOST breaks down o accepls messages Loo
slowly, then ils IMP must take the necessgary sieps to prevent lurthor
messages {rom entering the net and being delivered to it. As messages

“arrive from-ile trapsimitting FIOST, the ti‘ahsmitti-ng IMP must prepare

them into paclkets with appropriate headers, and parity check bytes.
Message protocol must be followed in preparing thesc packets.

7. Measurement of Network Parameters and Functions

An IMP will, at times, be required to measurce selected né‘twork._

‘pariameters. These paramelers may include:

(i) occupancy of all §o1nmu11icafion c.irc.uits
(2) utilization of the IMP's buffer storage
(3) utilization of the IMP's CPU time
(4) delays encountered b.Y messages due to IMPs .
{5) fa.iluré rates qf the common -ca..r.ricr net

“10) 'méssage- 'a.rz_'iv.al. rates
{7) meséagc lengths.,: |
(8) .distributioﬁ'o; ne't»'{aork traffic
(9) net configurétions

(10) hcme use vei-'SuS remote use qf computer

{11) t.qu'cu.e len.gths

-(12)__ _transnﬁtting HOST gucueing delays -

In"order to.obs erve cIc.lay; and the opér-.a'.tic}n of t-h-e. roﬁt-ing mechanisins,

the IMPs will be required to tag sclected messages and observe their
movement through the network. These data gathercd by an IMP may nced.

" to be incorporated into an IMP generated message destined for its own
or another receiving HOST. ' :




_ Th‘e measurement aclivities of an IMP w'l_.vﬂl be Bc'lecti\;'ély initiated
and terminated by control mes sages received {rom its host ox anciher IMF. -

8.  Detection and _'Diepesition of Faults

_ The IMP is to protect itself and the network from the effccts
of faults, whether the source of the fault is external or intermal to the

- IMP, The protection process will involve the detection of faults, and a -

reaction to faults, where a pnma.ry goal of the reaction is to contain the )
effects of a fault. These activities are to be essentially automatic requir- -
mg ‘little ox no hurnan mterventmn. ' :

To detect faults from externa.l sources the IMP must centineall}i’

. examine and analyze the signals presented to it by the communication _
_ channels and the HOST-IMP channela. 'I‘he' a.na.lyaes ahould determine:

(1) if the szgna.la adhere to the estabhshed protocola .

(2) if that data' contained in a message for use by an IMP
is valid :

| The va.rmus forms of error checks spee1f1ed in the protocols d1rect1y

relate to this fault détection process.

The detectwn of externally caused faults must 3150 be ccmcerned

" with abnormal time behavior of signals.  Foz instance, signals that a.re

too rapid or too slow in response may indicate the presence of a fault,

“The non-responsive external source should be detected through the use .
1 of t1m1ng procedures. : : . oot

'Upo_n detecticn of a fault the IMP should attempt to isolate its
effect in a manner that results in the corruption of a minimurmn number
of messages. Such isolation may mvolve the negative acknowledgement

'of a packet or a message.

Recovery procedures should be used to restore service, in.an

orderly mannex, when the fault has been removed. Transmission faults
. may be.overcormie by retransmission of the {aulty data. Network control
-miessages exchanged between IMPS may report the restoration to service -
of.a faulty IM'.P or HOST

The IMP w:ll be so deslgned that it can be stopped, started a.nd -

_ it_g-._'epera._tmg_progrem_. loaded or examined by gelected network HOSTs. -




. Such HOSTs, using speclal secure processes and employing the networks ¢f
‘munications facilities, may be used to effect the remote recovery of IM
‘guffering from serious faults.. Such recovery may effect the automatic
. start, with a fresh program, - of a halted IM'.

_ staff -may write,.it is desirable (not mandatory) that hardware protecti

‘exeécutive mode should be adequate. The cost for such hardware, if aval

.existing on-line entry points into these systems, it is oot possible to

.:multiplexing scheme, The hardware and software necessary to accomplish
.multiplexing may be too complicated and expensive to warrant its implem
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9._.IHP Software.Separation Protection '

' Since there is a portion. of the IHP ‘software that the HOST'E ;

be provided to prohibit that portion of the software from harming the b
IMP. operation.. .Standard protection bardware.for providing a privileged

should be identified as an optiom. .
'The'pfotecticn:desired”should prohibit the HOST's staff program

- {1) controlling any IMP input or output Operation except th
of the HOST-IMP channel

(2) changing that stored information required by the IMP to|-

serve the remainder of the network
(3) uaing the processing or storage capabilities of the IMP
such quantities or at times that result in reduced serv
to the remainder cf the network.
.D. . The BOST-IMP Interfaces
Due to the variety of HOST machines and to the differences in t]

describe a universal manner of IMP cotinection appropriate to all HOST sj

‘tems. The quoter, therefore, need mot propose individual modifications|.

interface to each host; rather-he should propose a single standaxd inted
A1l modifications to that 1nterface will be tasked separately after con
award. : :

It is desired to:each.IMP interface.to more than one HOST using

tion, Each.quoter should include his own evaluation of the additional :
of interfacing to multiple HOSTB, but. shculd not include that cost io h
basic proposal.
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Thie aoftware within the IMP can.be. func:1onally SEParatEd into two
categories. {1} the HOST side amd, {2},  the network gide. Since the HOST's

.staff can propram.the IMP, it is recommended that physical memory prctejtionﬁ
. be provided.  The folloving functions should be included in the softwar
the HOST side of the IMP: L :

of

(1) IHP~HOST single channel contyol =

(2) Buffers and buffer control

{3) Ebesage,to.ﬁackets and.paekets-tp message_cpnversion'
(4) Packet formatting. | | |

The contractor shall 1eave sufficient memory space for the HOST to add spec-
ialized routines to do:

(1) Character code conversion

{2) Destination discrimination necessary for multiple HOSTS
' connected to the IMP ' '

(3) Repacking of binary messages.
" E. 'The IMP~CARRIER Interfaces

The only variation from site to. site of the CARRIER side of the [MFs
is the nuvber of attached data-sets, so the IMP-CARRIER interfaces can b

identical at all sites. This will be a multiplex interface capable of direct .

extension to handling six (6) data-sets, asynchronous and in parallel, bpt
implemented in a modular way with data-set control cards associated with|each
duplex carrier .link., The initisl implementation need only contain those

medules implied by the communication circuit map of Appendix B or its equiva- -

lent at the time of total network implementation. Although six data-set
may be comnected to an IMP, the software should be designed to Optimize he
time delays within the IMP for three communications lines.

' In order to achieve the speed and simplicity desired for the IER
side of the IMP, channel hardware is required for the following functio

-{1) Character sensing, as. required for start, stop, and escaﬁe
eharacters

e o b



(2) 24 bit cyclic pari:y ‘construction and: comparison
(3) Real time clock of bit time:. {20 microaeconds) resolution

(é)JFault detectiou.andfstatus:presentatipn.of fault typeu

-1f hardware is not.utilized in the.design, the ability of the soft-
" ware to: accomplish these functions must be.clearly demonstrated,

F. Network"Performance Characteristics

- The.criteria upon which the: network will be judged and their
priorzcy are  given below:

(1) Message delay
(2) Reliability

(3) Network capacity
For the purpose.of calculation and evaluation, a simplified model of the
‘network is presented, .The model should allow.the contractor to evaluate
his ideas without either knowing the specific topology of the network
(which is not yet fixed) or using the estimated (and unreliable) HOST to

. HOST traffic statistics présented in Appendix E, The model should be used

in calculating the delay times and.network capacity.

- 1. ‘Message Delay

The message. delay i1s the .time required for a 100 character
uwessage (single packet message) to.go from the origin IMP “(associated
with the sending HOST) to the destination IMP (associated with the

‘receiving HOST). It is desired that the average message delay over the

entlre network be minimized. In particula:, the average message delay
should be less ‘than 1/2 sacond‘fbr 2 fuliy loaded‘ne ork (as ﬂeﬁﬁribed

-1n~3wbelvw§ jee - g b

The following factors shall be included in calculation of the
message delay: :

. 8. Comunications uelay . 4 g\\ . '5.
: N } - Q£ &
b. Full Packet Transmission Delay- _;\&' '
. !MW o o . .
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. messages, pa.rtmularly when undetected, is desired.

o

determining the delays encountered by packets.

. get from one riode to another (represented by the letter m) is 3.

by k) is 4.
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c. IMP _Processing Delay ™
d. Quecuing Delay J . S

e

J—— T e :
e. Avcrage Path Length in Store and Fm ward Operatmn fl?
s LS b R e e B i R R, -

2. Rcl:.a.bﬂ:,ty-

It is vitally improtant that the users ha.ve confidence in tILe.
overall reliability of the network. Low probability 6f wrong or lost
The mean time
‘between failures due to undetected parity errors is predicted to be less
‘thdn one message per year; other errors will hopefully not increaseithat
rate significantly. Errors that occur after the message is passed tg the
HOST should not be considered. Also, when a HOST refuses to accapt:
- messages, the loss of those messages, 1f reported, iz not cons:.derjd
a8 1mportant as other losses.

: 3. Netwo_rk Ca.pa.city

Thxrd and LOWesngw;;t}q ¢riterion is the network capacity,

B L A, T g e SR A o /‘1

i
iS Teasured as the mammmm;mmm_ t "

The capaci

every node and still Kave the message. delay zemainundex1/2 secont, « v °

...........

It is expected that the. capa.caty will be approximately 20 kb per node for
nodes with three cormnumca.tmns lines. The bidder ghould also calculate
the single node maximum input rate with all other nodes quiet as a '

MR e v A

func:tmn of the numbcr of comﬁﬁ:ﬁma‘%woﬁs imes connectea‘ félfhaf nod e

Gohd e
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C&, Network Model

' The following is a. simple miodel of the network descrzbmg its
topology an_d data transmission., Several. parameters are given to aid in
The parameters are|
given as averages over the nodes and over a number Oi' sample networks.
What is not incJuded is the prOCesm.g t1meand queuing a. rm%wrggﬁi;

o a.ccomplzsh all the netwow gﬂ.é Vi;h ghod ’99 est d 2d by the

b‘“ﬁ‘&‘é“’z‘?.‘“

”w;;, -

pen

~a.,  The ﬁumb-ér of links which a:message must t:r;a.verse tg

-bi The number of links comnected to each node (represented

‘14
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per sacond,.

" 'e¢. The input rate from the _'HOS:T to -f_he.lM.P is 20 kilobits

4. The trafflc flow on cach communmatwn ¢channel is 15

- k:lob:.ta per second,

The sizes and dlstrlbunon of normal packets will be 509

_ | 112 bits long, and 50% 1040 bits long. Each of these packets must be
- acknowledged and an acknowledgement packet is 112 bits lopgF=T he
 distribution of packets is therefore 75% 112 bits long and 25% 1040 bits

long. The average number of bits per packet 15 therefore 364 b1s.

. £, AL nodes are.sepa.ra.te'd by 300 miles, The pred;cted delay
. due to distance on the ¢communications line is 5.5 microseconds per mile.

In addition, there is a.n'clestimate'd 760 microsecond delay in the modem.
Thus, total delay due to communications is 3.17 milliseconds per link,

| ‘The parameters described above will allow calculation of: the
total input rate ipnto each IMP, tha rate which pa ckets enter and lea\égm__:__ .

PAEEFAR S Y A e

L a node and thus the time a.va.lla.ble to process them_,ﬂ and the tota message
el he biddes SROGTA I s ate that the processor chob e Will 46kt ove
“tne messa.ge delay and communication line capacity modeled or, if it can~ :
“‘not, determine what message delay a.nd ca.pa.c:nty it can ma.mta.m. Va

e i

L

G, HOS’I‘wHOST Tra.ffic Cha.racteristics

The HOST to HOST traffic volumes shown in Appendu: E-are
basad on the best (albeit poor) estimates available at this time. Note |

': ' that this traffic is on & s:.te_to_mte_ba.sm,_ and not necessarily descriptive
- of the traffic on the various communication network circuits, It is

necessary to account for the nature of the routing doctrines used by the
IMPS in order to develop estimates. of circuit traffic.

 The trimodal characteristic of the t'ré.fflc arises from the three

' 'generatmn mechanisms at work, Type Itraffic (high rate of origination,
~ short length) is dlrectly related to the mdlv:l.dual keyboard actions of a .
user at a console. Type I traffic (moderate rate of origination, medium

- length)-represents responses directed to'a teletypewriter mechanism or:
‘té a-cathode ray tube display. Type III traffic {(low rate of origination, _
~ long length) represents large data. tra.nsfars to a.nd from ma.gnetlc tapes,
f-d:.sks, cores, etc. - - '

5




g The comtract will be for the. design of the full 19 node network and
'.the installagion of the .four: nodg EEEE EEEEEE& _The f£our S shall be

instalied on.site .and functionin

The traffic gcneratiun pProcesses are nct necasbarily indcpcndcnt
for 2 message from one host to another may well give rise to a wessage
from the latter host to the former., One message, for imstance, may he
Type I and the réspouse Type.II, - Because of the interactive process in -
which many users may’ ‘be involved, - this form of traffic dependency might
be quite prevalent,

As a result of the communication. ﬁrotoccl' ‘the communication

circuits will -be subjected to IMP genmerated. traffic, Message acknowledgéf_ -

ments (Appendix F), for example, contricute.to this additional traffic.

‘Such IMP generated: traffic is not included. in thc estimates of Appendix E.

__H;“ IMP-Operator Interface

The interface.with the operator is to consist of lights (or equiv-

alent. displaye).and switches only. No restrictions need be imposed regarding
_operator accegss. to..the lights. It.shall be poussible to restrict (perhaps by
‘use of a lock arnd key) access to those switches that can be used to affect

the operation of the IMP.

Appendix D ""Input and. Qutput. Facilities for the IMP- Operator,":

déscribes the minimum .facilities to be provided.. Additional facilities.
ghould be provided.as vequired for.reasons.of opcration, débugging, and
‘maintehance .

II.  Network Contractor Performance

Zoitrect. The Contractors’ responsibility for the IMTS shall continue for

three months after deljvery; thus the total: contractual period for the test
network sha

and the phasing of installations, each.quotation should include unit prices

for additicmal IMPS..inm quantities of 10, 15 and 20. ‘The unit cost for

installation shouldralso. be estimated..

- The Contractor shall have full system re9ponsibility, separatc quota— :
tions for hardware or software alone will not be accepted,. If the quoter

:'-expccts to subcontract for either the hardware or software, the details of
‘the arrangement, i.e., manufacturer's name, delivery schedule and price,
should be included in the quotation. Thé quoter shall:

37
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"A. Dosign the COMMUNICATION SUBNET consisting of:
l. Nincieen (19) IMPFs (interface m.essage pf'ecea'aer_s)

2,  Nineteen \19) data. set mult:.plexor mterfaces capable of
.handhng six (6) full-duplex 50 kbps lines simultaneously and provxdmg
: the I/O processing req\nred for full occupa.ncy of all lines

3. Nineteen (19) HOST-IMP standard interfaces capable of
~ transferring data at a data rate in excess of one megabit per- ‘second-
. {preferably one-half the IMP memory data rate).

. 4. The communication softwar e, which must provide
a, Store-and-forward facilities with dynamic routiﬁg
b, Positive and negative 'm'essage acknowledgement

¢, Fault detection and recovery to guarantee. wrtually error~
free tra.nsm:.ssxon :

d. IMP-IMP control and response as requlred by the system
design and network parameter measurement requirements

: e, Message decomposition to communication packets and
reassembly to messa.ge form in the transmlttlng and receiving IMPS
respectively

f.  Priority handling of éi‘lo’rter messages,

5. The assembly or complla.tmn software requ1red for the con-
" struction of IMP programs by the user contractors, implemented on
—gome system or systems accessible to the user contractors.

B. Construct a prototype IMP including the IMP-CARRIER and |
HOST-IMP interfaces. Write, checkout and demonstrate the communi- '

cation programs operationally in this prototype. Attach this prototype. .

to the selected CARRIER and carry out a closed loop connection and
~ demonatrate thie operation of the communication system desigh as pro~ =
posed by the network contractor and accepted by ARPA., . '




—

C. Construet .gud.install four IMPS. iuﬂ assauiétad interfaces at BRI,
. UCLA, UCSB,.U..of.Utah,. and demoustrate the. tnl:al ‘network design as propused
by the . Contractar and accepted by ARPA. .

D. At the time of .completion of. prototype checkaut, the Contractor shall
provide. system documentation in regard to the. IMP hardware, the communication -

software, the. IMP programming. language. and the apprepriate HOST-IMP interface.. .

III. Elements of System Design

.The network:Contractoer, 1n proposing a system design, should be- sure
. to Include his considerations concerning:

A. Message. deeomposition .and assembly in ternms of efficient communica#
tion packets

Ba. Aeknowledgémenc“procedﬁreﬁ
'C. 'Routing algorithms
D. Ttaffic'controi
' E. Erfor“assessment.and:fecovery
f. IHP?HOST.interfacg
- Ge IMP*CQRRIER_interface
H. Fault-;ecovery
- I. IHPPIMP:cﬁntrol messageéuand-inﬁe:rupt.facility

J.. Estimated timing factors, e.g., queuing and processing. delays in
packet transmission

" K. Network performance meaéureménts

L. Buffer sizes, memory size for the CARRIER side of the IMP memery
8ize for the HOST side of the IM

M. . Network performance estimates of thé'totally implemented network -

T3 S 13




. N, Cdmpietc’; description of the processor and p-e:.r-ipher'al' equipzr;xent%

Tequired'

Q. :Désc'riptiop, of all spepial_purpqaa h&rdWa;s Toquired,
e The network contractor shbuld include his cnnsi_deratiohs.concerning the
- following optional items: ' A -

Al Mbdﬁicatiqns f_br niul_tiplé HOSTS connected to one IMP o

B. -'M-emcry protection to rnaintain atbré-’and-for\kai-d_ope-rafic’m-_ '
~ during checkout of new IMP programs ' -

€. Additional hardware and software-néc‘essa.ijrfor the IMP to, |
be a terminal controller andfor data concentrator for its . . | .

HOST ox for the network {i. e., no HOST, just terminals),

i

' It is '_ énticipated that mésé_ storage devic.:e'_s such 'as-ta-pes',' disks or
- drums will not be required for the normal operation of the IMP. ~

L TS
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. Organization:

Dar tmouth University

" Mass. Iust. of Tech.

Balt, Beranek & Newman
Harvafd-Univérsity
Lincoln Lab :
Bell Telephone Lab.
Adv. Res. Proj. Agency

Carnegle Mellon Univ.

Univ. of Michigan 

. University of Illinois
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= ARPA \’LTWOR‘( TOPOLOGY
(..,}'ample)
U.Utah _1- ' . : ' N | }__,mco‘n _.Jab
e . Proj__MAC_"
_5}5{1\ UCLA g
UC ...ah.ta./
. _ rbara\ | .
Lgc S Berkeley | - : ' ' ag . -1 rt: '
u 3 : \\‘ Ilhno:.s ?ent:jg?_c"ﬂ o .B.T:L. Dartmoulin

_SDC College

“Carndgie
Mellon

»

o St_?-*nfo-r& U, ' R.AE\TD y Washington
e I " ' Univ.

_U. Mig 1fran

Avel. age Numbter of Links Between a any two Nedes = 2 55
ALl l"u:s ave 50 xilobit/sacond leased linas,

8 XKIONTAAY



i b

SBile
pLe

DART

MAG

“BBN
HARV
LL
BTL

' ARPA

CMU
UM
ur
WU
SRI
UCB
SU
UTAH
ucse

UCLA

SDG
RAND

Al_-'—‘PENDIX C

IMP De.livcry_ Schedule

Operational Date
(in months aftcr coniract slart)

16
15
15
15
15
12
13
13
12
.12
16
Q=%
11
14
L
.
9% -
11
14

*These four IMPs constitute the test network.
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 APPENDIX D
Input and Outpul Facilitics for the IMP Operator

'I _.C-)_ui:]:n.ltsl
1. Gc;rlitc.r;ts. of .the program counter
| 2. -Cépfcnts of th.e'ins:-i':i-uc;tion r-cgisﬁer
3.'.. _Content"-é-r= of .tile _accumulatér register
4, On- 9_.££-__staf;§ of elcctric.za.l power 1o computer -
5 Rﬁﬁ%halt sfaig. of c.omp.uter
6'.|. Busv-icile state of each dire'cfio'n of éa.c:h IMP-HOS‘I‘ cha'nn..;al.
T.. :Tfansmit-no. transmit state of each communication fermi_.na.l
- .8'.'_ '.Re'c.eive—nc') re‘ceive state of _e_a.ch cbx.nmunibat.ion terminal
9 Connected-not connected state of eaci—x swifche&, com_mﬁnicétion terrﬁihal
_ 10 In séivice.—'ou't of service s_tate" of each communication ferfnin'al
| 1. Change cont.e;:n.ts. of the prbgram'counféz:
| 2. Change cc:.rﬁt._ents. of the. accumulator
3. Tuﬁx_electriqal 'on-ofif to éorﬁputér :
4. Caﬁsé cor_nputer-.'rﬁn, singié ;s_tc_ep., halt
5. Cause computer to loé& from HOST 6:‘ communicatioﬁ terfninal
6. Caﬁs;:: éomp.ﬁter to dump to HQS'I’ or éommunicatié)n termin_%il
7. Cause .m'a.stez.' clear in comptit.er
8. Ma.ke -Su-sy ‘specified -da’;a_ terminals
9, .. Forca_di.se.dnnect'.o{ specified da.ta...fex"mina.l
._;Limit.fpo hrm.t _gc_cgs; t-(_,'l_all other c’:p;.:-ralnt-.:r_ _inpvftl;si



ARPA NETWORK

er

Data Rates Between Nodes in Kilobits/sec.
_ Node Node
- "To " : : Output Input I/C Rate

From - 1 2 345%6°78 9 10 11 12 13 14 15 16 17 18 19 Total Total Total

1. .Dartmouth’ 2 vzl _ ' 1 1 - 8. . 4 12

2.0 M.LT. 1 122311P1! 1 1t 1 t.2 ! 1 1 1 21 15 3

3. B,B.,N. 1 1 -1 12y ' 7 12 19

‘4, Harvard _ 11 1. 1 1 . 6 11 17

- 5. Lincoln Lab 1 -1 X 11 2 1 11 10 18 28

6. B, T.L. 21 : 1 _ S 4 B . 12

7.-_ Pentagon. - oy 1 3 10 13

. 8. Carnegie Sy 2 S 2 1 11 16 9 19.
9, U of Mich c1. 2 11 S U 19 8 17
10, U INlinois . 2 151111 20 .Y 2 210 1 11 50. 13 63

11, Wash. U, - 11 . | _ -3 5 8

12, U, Utah 1 5 1 21 -8 1 5 1 1 26 29 = B%

13, U.C.-Berkeley 1 6 3 1 1 . 3.1 ' 1 20 6 26

14 S, R.I. 0 11 211 111 1 1 't 2 1 1 1 21 13 = 40

15. Stanford U. S P S 1 : 3 g8 - 11

16. Santa Barbara Sy 1 1 1 - 1 : 5 22 21
17. U,C.L.A. L . 1 1 1 1 4 10 14 -

"~ 1B. RAND Corp.. o112 B | 1 | 8 10 18
19, 8,.DiCe . 1) 2 1 1 1 _1 8 15

Total *© 225 225

r

B KIANIALV -
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'Each 1nod1f1¢a.1.wn will be evaluatcd and will be considered in the {final

ke et e i N .

APPENDIX F

DATA COMMUNICATIONS CONVENTIONS

_This section describes the data communications corventions which
spccify at a grdss level the protocol which allows the host to conununicate
with its IMP and the IMP's to communicate with one another, This sccr
tion; like the others, is designed to provide guidelines to the contractoj :
who may, if he wishes, modify any part of the description in his propasal.

contractor selection,

HOST TO IMP

‘is.the transmission of this message to the destination host. The other

~morg¢ than 8, 192 bits of information and should contain the name of the

" pattern to the standard form wuscd oh the network, Since the transld.ti_on

: bma.ry 'I'he prmmpal difference beLwecn the handlmg of these forms of

46

The Host and the IMP comrhunicate using a form called a Message,
There are two kinds of messages, the first being a Message destined for

. {or coming from) another Host; the sccond is a message to be interpreted

by the IMP as an IMP command {or generated by the IMP for the inforrha-
tion of the host}, The first type of message will be called the "Normal
message because the primary function of the Message Swilching Network

type of‘-'message will be calied the "abnormal'' message and will be used

" for functions such as the query to (and response {rom) the Host to insure

that the Host {and IMP) are functioning properly, error messages to indi..
cate format or illegal character errors in '"Normal' messages, etc.

NORMAL MESSAGE

A normal message when transmitted to the IMP, will consist of not

destination Host and an identification number which can be used for refer-
ence by the IMP and the receiving Host. The bit structure of the norrmal
message will De decided by the Host and will probably be different from

“machine to machine, It is the Host's responsibility, however, to provide

the character translation program for his IMP which converts his bit
may be greater than one for one, the message may now be greater than
the original 8, 192 bits. The IMP can then make a decision to send the| '
longer message or return an abnormal message saying a format error

has occurred, then drop the message.

The normal messane has 1.wo kinds of information - cha.r acter and




N S

informaticn 1s that the cheracter text will be ﬁransfnrmsd from sending host's
format to network Btandard format and then, after transmigsion 1s completed,

to the receivinog host's formar; wherens binary text will be received bit for
‘bit identical to what was: sent (though some minor modifica:ions nay be made

duting transmission, &s. described later),

 ABNORMAL MESSAGES

, The forms and types.of abuormal messages have not been worked out in
detail, It will be the .Contractoer's responsibility to decide what is required

to maintain effective communications between the Host and its IMP. The most
"important constraint is . that the.number and variety of these mespages be min-

imized s¢0 as to minimize the burden the IMP places on. the Host (this is a basic
network tenet).

- Your quotation should contain suggestions of the types of abnormal -
messages that may be required. This will by no- means be binding; it is ex-
pected that the final ferw.of abnormal messages will not be decided until after
the testing of the initial (four.mnode) network. .

IMP to IMP

IMP's communicate with ome: another using: forms called Packets. There

are two basic kinds of packets: "Normal" packet is any packet whose final
- destination 1s &s a normal message for a Host; an "Abnormal' packet is a
‘packet whose final destination is an IMP. All packets are to be equal to or

less than 1024 bits starting with the first character of the Header and con-
tinuing through the parity code. A packet has three elements within its
structure: - a Header which must be present in all packets, the Test (Binary
and/or Character) which may be missing or null and the parity check which
will be ‘24 bits long. .

. To.simplify-the.1ogie;and programming required, all packets'will be
transmitted on 2 continuous stream. over the communication line between IMP's,
i.e., no nesting of packets is permitted, - :

 NORMAL PACKETS

A "Normal™ message may be broken into several packets according to
its size {multiple packet megsage, MPM), but a packet will contain only one
message., The packets in MPM are not bound together until they reach the
destination IMP where they are formed back into a normal message.

Y

ety




Trey rany even feow throngh-different meihs of netwost and rezch the

- dc.bhn.atiluu IMP out of .e.c.ciuonual order. A message muy also e small
‘enough Lo it into a single packel (Single Packet Messape, SPM), or very:
small, e.g. single character (Very Smail Message, VSM)., All normal

messages generate norimal packets at sending, and visa versa at receiving.

ABNORMAL PACKETS

Abnormal packets are used for error control acknowledgements, _
‘and the transmission of network status, e.g. new routing tables, comrnuni-
calion line down, IMP down, Host down, measurement information, etc.
An abnormal packet may be generated by an abnormal message or because
of some special internal state of the IMP, e.g. buffers full. All abnormal.
-packets must be acknowledged with the exception of acknowlcdgement and
negative a.cknowledger_ncnt packets,

‘PACKET FORMAT

The Packet Format is based on an eight bit code (character) format. AR
- The packet is sent in 8 bit transparent binary form, independent of whether
the text is binary or character. Four special control-'characters are .
reqmred to delimit the start and end of a packet. and to maintain the com-.
munications line. The control characters are:

SYN (Synchronization character}).. This character is used to
fill the communications lin¢ between packets; this is required
because of the synchronous .c_ommuni.cati.ons' li'ne.

-STX (S‘cart of Text}. This character indicates the start of a
packet and must be preceded by a DLE.

ETX _(End of Text)._ This cha.r'a.cter mdicé.tes the end of a
packet and must be preceded by a DLE. The three character :
cyclic checksum must follow -the ETX character, :

DLP_. {Data Link Escape)}. 'I‘1=us character is used to indicate
the packet is transmitted in bmary form. DLE is the only
character that must be handled as a special case within the
packet, If a DLE occurs within a packet it should be preceded
by an addltxona.l DLE on transmission, which should be deleted
upon rcceptzon of the packet '

48



by the IMP's {o transmit the packet to its final destination., The packet

Error Control . ,'

- detection scheme.  The cyclic parity check corresponds to polynomial

49

The packet should look as follows:.

g 8§ D S Fixed DEGCCCS 5
Y'n_l - . Y I-l rl‘ LC]]E‘Lh 'ILXT l_;T SSSY . . |Y
N N I X Header = L.'h 1z 3N N

HIEADER
- The header is fixed length and contains all the information required|

header as cnvisioned to date is to contam six characters with the {ollow-
ing :nformatmn '

1. Destination C.ode {8 .b_its)
2. .' Crigin Code {8 bits) |
‘3. Message L D. (16 bits)
4 Péclgct Nuraber (5 bits)
5. Hand Over Nutnl.ac'r (6 bits})-
6. Packet Priority {1 bit)
T, .End to-End Message Acknowlcdgcmcnt Requu ed (1 blt)
8. Last Packet in Mcssagc {1 b1t)
9, Text is for IMP rathor than-I_f_Io_st {_1' bit)

. 10. Text in' Packet is in bi_nall.ry'-(l bit)

A twonty-four bit cyclic parity check has been chosen as the error

multiplication. A 1000 bit block of binary data may be interpreted as a
polynomial a{x) of degrece 999 whose coefficients are zeroes and ones. .
Let g{x) be a polynomizl of degree p with binary coefficients. The prod-
uct a(x)g(x) of the two polynomials with all coefflcmnts reduced modulo |
two corresponds to a block of 1000 + p bits which may be error checked.
by polynomial division by g(x). It is possible to arrange matters so thay




the [irst 1000 bits are cxactly equal to the inforraation bits and the last
p bits are parity check digits., This is possible from the Buclidean divi-
~ sion algorithm by sclecting the last p bits to corrcspond to the remainder
" polynomial when xPax) is reduced module gix}. A p stage lincar shift
register can he constructed to perform division by g{x)} and this same
‘device can also be used to detect the presence of ¢rrors since that
oper :'.Lm‘? 13(111}11 es chws:on by géx} ;oo. The g(x} recormmended is
g{x)={x TP +x|~1)( LA TRe +x+1}, The shift register whichimple~
- ments this code is illustr ated below: ' ' R

2 -m~:=c}£-}ua’)£}<‘-5{3—aﬂ-:-a-ém%i\c-éue}aéiﬂéa—c%53-:@:{»0—:{;—;@&&:0—:7{)

INPUT
This device is used for both the generation of the checksum and error
detection. The device must be clcared upon recmpt of the DS sequence
' ' LT
Lo : 8 - EX
' and started on the fu st character following the T character,
X

The gcneration of the parity code is done by passing the packet bits stream

DE L _
hrough Lhe device {including the final LT). The-parity code is then the
.. EX
24 bits left in the device a.nd is obtained by shifting the bits out, packmcf
- them into chavacters and transmlttmg thcrn (lugh order bit is the first one
~nt of the shift. reg1sLer)

The_ detection of exrors requires the passing of the packet through the
device until LT is sensed, The next three characters (thc pari.ty cod-e')-
B EX - :

are input, then the 24 bits in the dcw.ce are senscd for a.il zeros which
indicates that no error has occurred, '

Usmﬂ* this pa.r1ty check scheme the mean tlrne between undetccted errors
will be approxlmately 1/2. to five yea_rs Lhrouﬂhout the enn & net

se 5
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]'".L WORI( PAGI{ LT FORMAL

{(Example)
oL 5
CosTX 8
;\,ojm Y (1) FOR IMP (1), IANDOVER # (6) g
D;:sm\f TION | | N
ORIGIN s
MESSAGE ) :
. 16
) .'Ia Du : Lo
i PAcrqm #(5), LAST (1), BINARY (1), END ACK. (1}{ 8
'CONTENT 1
., TEXT OR BINARY 29936
i - 0-117 CHA*{ACTERS :
PLE 8
l. ETX &
P CYCLIC o
! PARITY S24
. CHECK o
Total Length ~ 104-1040
51
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APPENDIX G

'ROUTING

An IMP, upor; receipt of a p.wlc.ct must dcculc which of its comi=

munications links t§, send the packet out on. The line is chosen using the .
- Routing Table (RT) \uluch must be generated by the IMP fram the Inter- -

connection Table {IT), The IT is a tabular description of the interconnec-
tion between nodes in the network, and is identical in each IMF. Each
IMP must also have a routing table to tell it directly which communication

~ line is best to use to get a packet to another node, This table is called the
RT and is different in each IMP. Described below is one method of obtain-
“ing the routing; therc are many others. The contractor should describe
the one chosen for his system. The method below also chooses a particu-

lar network configuration as an example. This network will not be the final
canfiguration. In this scheme an intermediate table must be generated from
the IT which describes the number of links to the destination IMP for cach

' communication line, The RT is formed from the Intermediate Table by

soxrting the lines into fiv st, second third and fourth choice.

_ Intercdnn_ection'Ta_ble

The Netwm k, as presently concewed Cwill have all pomt to pomt

leased Tine ¢ommunications. The IT w_11_1 therefore be fairly stable,

changing only to: S : _ _ .
{1y Show the addition of new node's;and/or communiéation lines, and

(2] Reﬂect the fact tna.t an IMP or communmatxon line ha.s gone down
or has come back up. : _

_ An e:\a.mple network and its IT is ngen below. The node s are
numbered from.] to 19, with a ¢ mdlcatmg no connection ex;sts the. four
communwatmn hnes are lettered A B, C and D,

' Inter-medi_at_e T_able

s

The Intermedxatc Table is generated in each IMP from the IT each
time a change in the IT occurs. The technique employed in this scheme
involves starting with a cleared table and entering a 1 in the rows corres-
pondmg to'the nodes connected directly to yours {nearest newhbors} and
in the column representing the appropriate communication line. Then

find the "naarast nBig whore' of all nodes with a 1 ‘in its row and placo a 2
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in the apprblﬁriﬁw colwimn, 'I‘h'i.s-procc.;dui'c should be continucd until all”

Centrics in the table-are covered. In the example, the Talermediate Yable

for SRJ is developed; thin table would of course b difforent {ox c:zmh_ngdu."

R'mﬂiﬂg Table

~ The Routing Table is a description of the priority of the communica-
tions lines in terms of the number of links required to get a packet to its
destination. The columns are numbered, with the first entry being the

‘highest priorily choice. Entries in the Intér_medi‘ate Table that are two or
more higher than the minimaum entry in the same row ‘arc underlined in the
Rouling Table. They are bad choices because the routing doctrine at the
next node will probably send the packet directly back to the original node,

C 853,
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