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DUfNSE :5UI'PLl' S~RV1C.-WA~HJNGTON 

WASHINGTON, Do.C. '20310 

RECiWEO J1E 
AU~ 9 \968 

Gentlemen: 

The Defense Supply Service-Washington contemplates entering into an 
appropriate type of cost-rcitr.bursero.ent contract for Interface message 
processors for the Advanced Research Projects Agency (ARPA) emr.puter 
net ..... 'ork. The requiremer.ts for this work are set forth in the sa5'le 
contract attached. ~ 

L/ 
You are invited to submit your written quotation in suintuplet using the 
attached Standard Fortr, 18, il.equest for Quotations. Your quotation should 
include the following information: 

a. Total esti~ted cost and fixed fee 7 if any. of the work to be 
performed; 

b'. Latest date~ if any, upon ,"'hich you are willir.g to enter into a 
contract; 

c. Detailed cost and pt:ice analysis, using DD Fortr. 633 setting forth: 

1. ~~npower requirer.ents (show by category of work). 
2. Supplie~ and materials. 
3. Other direct cost (specify). 
4. General and adu~nistrative expense (show basis). 
5. Indirect costs other than 4. above (specify). 
6. Fixed fee, if any, for this COntract will be negotiated 

ue1ng the weighted guidelines n:.ethod set forth i.n Armed Services Pro­
curement Regulation (ASPR) 3-808. 
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DD FClrm 633 shall be attached to the analysis and executed, Breakdow-ns 
are required to support the reasonableness of your quotation and are for 
internal Department of Defense use ouly. The information required ~111 
be held in strictest confidence aud will not be revealed to or discussed 
-with competitors .. Your established method of costing may be used but 
should be described. 

Note: It is important that your cost breakdo'W1l be submitted in such a man­
ner that it can be separated coc::pletely,fJ:om the technical portion of your 
quotation. This will facilitate evaluation. 

d.. Statement regarding your insuranee program, copy attached, properly 
executed; 

e.. Names and resumes of background and qualifications of the person 
and an alternate ...,ho will be assigned by you to be in charge of the entire 
project and other key professional personnel you propose to assign to tl1e 
contract. 

f. The nates and telephone nu~bers of personnel of your organization 
wbo are authorized to negotiate the proposed contract with the Government; 
and 

g. 
report 

Equal Opportunity Compliance. Report, properly executed. 
has previously been submitted disregard this requiretr.ent. 

If the 

If your quotation contains any information other than cost information 
which you do not want disclosed to the public or used by the Government for 
any purpose otber than evaluation of your offer, each sheet of such data 
must be narked with the legend set forth below: 

"This data furnished in response to .RFQ No. DAHC15 69 Q 0002 shall 
not be disclosed outside the Government or be duplicated, used or 
disclosed in whole or in part for any purpose other than to evaluate 
the quotation; provided, that if a contract is awarded to this quater 
as a resolt of or in connection with the submission of such data, the 
Government will have the l:ight to duplicate, use, or diselose this 
data to the extent. provided in the contract. This restriction does 
not 1imi t the Governmen tIs righ t to use informa tion contained in such 
data if it is obtained from another source." 

h. It is further requested that your qcotation set forth the scope 
of tbe ~ork required as you understand it. In tbis statement please indi­
cate the nuiclier of n:anhours you bave provided in your quotation for 
each of the various steps required to cortplete the contract work. Thi~ 
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will enable the Contracting,Offi""" to coufi"'I!: that_you have a complete 
IInd""'lItandhlg of wbat is n'<juired by the Government. Also, indicate in 
your proposal sttffieient informaCinn to all,,,,. evaluation in aceordanee 
with the criteria listed bdow, 

coutra"tot"" to pr<~p .. re 
be he).d at the pentagon ':,:;!;.:::;;;;: of "pac" limita-

For the purpo$e of 
r_listie quotatiOOG, 
in RODIIl.5A 107Q OIl 14 
tions, each ,q\lOreI is 
During the preproposal 
1nvolv~ in the 

.' to two >:epresentative". 
questions ,concerning technical ".atrers 
under the <lontrll"t "'ill be answered. 

" this Request tor 
to make a 

- or q<."llifying any contract r .... ultitlg fr01l1 
It will not be possible for the Government 

presentation at any other Utile, therdore, quoter" 
who fail to .. tten<! the conference set ferth herein cannot be g'iven the in-
fm:Ntien at any ether time.. 

All qlJctatiens-rec:eived will be subject to lin evalUlition bYij'~~~j'~';'~'~"" p .... el of q"'1I1i!ted GcverJliileut persenna·l.far the purplOge ef the 
queter(s) v.lth "hom negotiations may be coudlJcted. the 
criteria set ferth below is te be used in ... king 
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CRITERIA 

1. Understanding and depth ef 
analysis ef technical preblellls 
invelved. 

2. Availability ef qualified, 
experienced pe,:sonnel fer 
assignment te .seftwsre, hard­
wre, and installatien ef system. 

3. Eati"",ted functional per­
fetlOBnce and cheice cf hard­
war .. , e.g. sh,e. and avai1i­
biUty. 

4. General quality, respen­
siveness._ snd cerperate cem­
mitment to ne\:wcrk concept. 

VALUE 

30 Points 

25 Points 

25 Peints 

20 POints. 
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Ncg<>tiations ""ill be .un<1~rtaken with those prospective <:-ontractor" whose 
ql,lOtatiOllll a.s to.price a.n<l.othe1" f .. ttors as determined by the Contracting 
Officer aho", thettl to .be qualifilld,._tesponsible and capable of performing 
the work. "eFtlations "'ill be conducted in accordanc .. with thO! p1'i=ip1"" 
stated in ASrR. It ill contempl.Hed __ thst_ the contract which will be entered 
into will be that II10St advantagI!Cns to_the Government. price and othet 
fa"tora tonsidered. 

Written qllOtations 
Offite. shewn bel"",. :

;::: ,be received lit· the ContratUng 
local time 9 Sept-emer 1968. 

All quotations and any alllE:nd"'''lIts thereto shall he Intlosed in II sealed en­
velope, sh<»l'lng on the o"raide thereof: 

Depa1:tlIlent ef the Army 
Defense Supply,- Service-Wnshington 
Room 11.> 245,.111.01 Pentsg<>n 
Washington, D. C, 20310 
AT'IN: Mr. Daniel B. DawkinB 

All inquiries regarding this procure_nt Bhaul<! be addressed to Mr. Daniel 
B. Dawkins, Ar .... , Code 202,.Qi{ford 5-0494. 

Sincerely yours, 

5 mel 
1. DO Yorm 633-4 Depu ector for Procurement 
2. In .. "unce Statement 
3. sr 18 
4. Annex "A". ee .... tal PrnvisiOtll:l 
5. AnIll!X "B", Statement of Work 
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DEFENSE S~FLY SERVICE-WASHINGTON 
Room lD 245. The ~entagon 
Washim:ton, D. C._ 20~lO, Mr. 'Daniel 

L 

N£CESSARl to COMFLETE THE WORK DESCRIBED IN 

total'Estimated Cost 
Fixed Fee 
total' Eati.,ted Cost, Plus. 'Fhed Fee 

See Sample Contract 

CEltIFlCA~ION OF NONSEGREGAXED FACILI~IES 

;~:i;~~!~~;:::;::: Ridder., offe~or8 aod-_~P~;!~;:::aJat.' --note the "Cez:tification It 
:l.n the solicitation.. The cert;£.fteation 

if~-the- amount of th'e _bid'_or proposal axea'oj. 

_Dr .. 

on 
such 

to 

the "bidder. offeror or.applicant. by e-igniDg 

certifies that,-he does -not and, wUl- n~:tg. ~~~t 
"for hi-B BD3ployees faailities which are 
of :tace. creed, color or national <origin. 

:segregated by dil::ect:;[ve or on a 
Failure of a bidder, or offeror. to.SgTae. to 

will. render .his·'bid or ~;;:;:~~~:~'::~l~;~~' tertllS of solicitations involviug svuda 
.""0f"." $10.000 whic:b ar.e not exempt from the 
of Opportund.ty-'Clause ... (Mar. 6S) 
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REPRESENTATIONS AND CERTIFICATIONS 

'the Qt~er repreSelJts and certifies as. part of hil quQt.aoon that: (Chee)c or complcte all applicable 00""'" or blocks.) 

1. SMALL lJUStNESS 
He 0 is, 0 is not, A small bwiness CODeem. A small business ('.aneem for the purPQsc of Government 

ptoc.uremr.nt is & concern. including its: affiliates, which 15 independently owu.ed and operated, is not dominant 
in the field of operation in which it is qllOting on Govermnent contraca, and can further qualify under the criteria 
concerning number of employees, average annual receipts. or other criteria, all prescribed by the Small Busirna;s 
Administratlon. (See Code of Federal Regulations, Tide 13, Part 121, as amended, which contains detailed 

industry definitions and related procedures.) If the quater is a small busi.ness ,concern and is not the manufac­
. ,tw-er of the suppliet offered,· he. also represents that aU ~pplie$ to be furnished hereunder 0 will, 0 will not, 

be manufactured or produced by a small business concern in the United State~ its possessions, or Pueno Rico. 

2. REGULAR DEALER.MANUFACTtrRER (Applicable only to supply contracts exceeding $10,000.) 
He is a 0 regular dealer in, 0- tnanufacturer of, the supplies offered. 

3. CERTIFICATION OF INDEPENDENT PRICE DETERMINATION (Applicable only to quotations in 
== of $2,500.) 

(a) 'By .ubmission of this quotation, the quater certifies, and in the case of a joint quotation, each party 
thereto certifies as to _its own organization, that in connection with this proct.Irement: ' 

(l) the prices in this quotation have been arrived at independently, without COD!ultation, communi.cation. 
or agreement, fbr the purpose of restricting COll1petition, as to any matter relating to such prices with any other 
quoter or with any coll1pctltor; 

(2) unless otherwise req~d by law, the prices which have been quoted in thls quotation have Dot been 
bowiPgly dillclosed by the quoter and will not knowingly be disclosed by the quoter prior to opening in the case 
m an advertised procurement or prior to award in the case of a negotiated procurement, directly or indirectly to 

any other quoter or to any competitor; and 
(3) no atteqlpt has been made or will be made by the quoter to induce any other person or fum to sub­

mit or not to submit a quotation for the purpose of restricting comPetition. 
(b) Each person signing this quotation certifies that: 

(I) be is the person in the' quoter's organization responsible within that organization fur the decision as. to 
tbe prices being quoted herein and that he bas not participated. and will not participate. in any acUo.n contrary 
to (a}(I) through (a)(3) above; or 

(2)(i) He- is not the penon in the qumer's organization responsible within that. organization for the decision 
al to the prlCCl being quoted nerein but that he has been authorized ,in writing to act as agent for the persons 
responsible fOr such decision in certifying that such pem:1DS have not participated, and will not participate, in any 
action contrary to (a)(l) through (a)(3) above, and as their agent does hereby 10 certifyj and (ii) he has not 
partlcipated,.and will not participate, in any action contrary to (a)(I) through (a}(3) above. 

(c) This certification is DOt applicable to a fureign quater submitting a. quotatio'n tor a contract which re­
quiret perfOfmallce. or delivery outside the United States, its possessions, and Puerto roCo. 

(d) 'A quotation will not be considered for award where (a)(I), (8)(3), or (b) above, has been deleted or 
modltled. Where (a)(2) above, hal been deleted or modified. the quotation will not be considered for award 
~ the quater -{urDishes with his quotatiori a signed statement whlch sets forth in detail the circumstances of 
the disclosure and the head of the Agency, or 1m designee, deter'lllinet that such disclosure was not made " the 
PutPote of restricting competition. ' 
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REQU'ST FOR QUOTATION NO. DARCIS 69 Q 0002 Page 2 

QUOTATIONS MUSt SET FORTH FULL, ACCURATE, AND COMPLETE INFORMATION AS REQUIRED By THIS 
RFQ (It\CLUDINC A't'rACEMf:NTS). ThE PENALTY lo'OR Y,AKING FALSE STA11.1.amrS IN RFQ'S IS pRE­
SCRIBED IN 18 U.S.C. 1001. 

CAUTION - LATE QliOTA'rIONS. See the special provision in this solicitatior, entitled 
"LATE QUOIAIIONS". 

LETTER AND SAMPLE CONTRACT@" 

a. DSS-W letter datJ~ ~ uly 1968, file RFQ 
reference specificaJly lI'ad part of this Request 

No. 
for 

DARelS 68 Q 0002 
Quota tions. 

is by this 

b. The period of performance and work required by this Request for Quotation is 
set forth in the Sample Contract attached. 

e. The Contractor will be required to sign a contract substantially in accordance 
with the Sample Contract attached. 

UNNECESSARILY ELAEORAtB CONTRACTOR'S PROPOSALS. 
Unnecessarily elaborate brochures or other presentations beyond that sufficient to 

present a complete and effective proposal are not desired and may be construed as an 
indication of the offeror's lack of cost consciousness. Elaborate art work, expensive 
paper and bindings Bnd expensive visual and other presentation aids are neither neces­
sary nor wanted. 

RoYALTY INFORPATION. 
When the response to this solicitation contains cOsts or charges for royalties 

totaling more than $250, the following infor~ation shall be furnished with your quota­
tion on each separate item of royalty or license fee: 

(a) nawe and address of licensor; 
(b) date of license agre~ent; 
(c) patent numbers, patent application serial numbers or other basis on which 

the royalty is payable; 
(d) br1ef description, including any part or model numbers of each contract 

item or component on which the royalty is payable; 
(e) percentage or dollar ra te of. royalty per unit; 
(f) unit price of contract item; 
(g) number of units; and 
(b) total dollar amount of royalties. 

DD Form 783. Royalty Report, is approved for use in furnishing the above inforootion. 
In addition, if specifically requested by the Contracting Officer prior to execution of 
the cOntract, a- copy of the current license agreement and identification of applicable 
claims of specific _patents shall be furnished. 

6 



~BQUBST FOR QUOTATION NO. DARCl5 69 Q 0002 Page 3 

LAn: QUOTATIONS. 
(a) Quotations and modifications. recehed at. the·-cfflce designatell in the Request 

for Quotations after the'close of businen.oll, the date set for 'receipt. thereof (or 
after the.time.set for receipt 1f a particular time 1s specified) will not be con­
Sidered unless: 

(1) they are received before award is made; and either 
(ii) they are ,sent by registered mail, or by 'certified mail for which an offi­

cial dated post office stamp (postmark) on the original receipt for Certified Mail has 
been obtained, or by telegraph; and, it is determined by the Government that late 
receipt was due solely to delay in the mails, or delay by the telegraph company, for 
which the offeror was not responsible; or 

(1ii) if submitted by ~ail or telegram, it is determined by the Government that 
the late receipt was due solely to mishandling by the Government after receipt at the 
Government installation; provided. that ti~ly receipt at such installation is estab­
lished upon examination of an appropriate date or ,time stamp {if any) of such installa­
tion, or of other documentary evidence of receipt at such installation (if readily 
available) within the control of such installation or of the post office serving it. 

(b), Offerare using certified mail are cautioned to obtain a Receipt for Certified 
Mail showing a legible, dated postmark and to retain such receipt against the chance 
that it will be required as evidence that a late quotation was timely mailed. 

(c) The time of mailing of late quotations submitted by registered or certified 
mail shall be deemed to be the last minute of the date shown in the postmark on the 
registered mail receipt or registered Nil wrapper or _on the Receipt for Certified 
Mail unless the offeror furnishes evidence from, the post office station of mailing 
Which establishes an earlier time. In the case of certified mail, the only acceptable 
evidence is as follows: (1) where the Receipt for Certified Mail identifies the post 
office station of mailing evidence furnished by the offeror which establishes that the 
business day of that statton ended at an earlier time, in Which case the time of 
mailing shall be deemed to be the last minute of the business day of that station; or 
(ii) an entry in ink on the Receipt for Certified Mail showing the time of mailing 
and the initialg of the postal employee receiving the item and making the entry, with 
appropriate written verification of such entry from the post off-ice station of tnailinS, 
in which ease the time of mailing shall be the time shown in the entry. If the pOSt ... 
~rk on the original Receipt for Certified Mail does not show a date. the offer shall 
not be cons1dered~ 

EQUAL OPPORTUNITY. (Complete the following.) 
~e offeror represents that he ( ) has, ( ) has not, participated in a previous 

contract or subcontract subject to either the Equal Opportunity elause herein or the 
e1ause originally contained in Section 301 of Executive Order 1092.5; that he ( ) 'has, 
( ) has not, filed all required compliance reports; and that representations indicating 
8ubmissian of reqUired compliance reports, signed by prppose4 subcontractors will be 
obtained prior to subcontract award. (The above representation need not be submi~ted 
in connection with contracts or subcontracts Which are exempt from the clause.) 
Standard Form 100 is attached. 
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BUY AMERICAN ACt. The followiug ce.t1f1cate must be executed priu. to award. 
(S1gn1~g of the quotation.const1tutes slgn1pg of certificate.) 

BUY AMERICAN CERTIFICATE. 
lbe bidder hereby certifies that each end product. except the end products 

excluded below. 1s a domestic: source end product (as defined in the contract clause 
entitled "Buy American Act ll ); and that components of unknown origin have been considered 
to have been mined. prodUced. or manufactured outside the United States. 

EXCLUDED ITEM; (if Done, please insert "None") :'_~ ________________ _ 

5p~c1f1C Informatiort as to articles. materials. and supplies excepted from the Buy 
American Act is available to prospective contractors upon request. 

QUOTER SHALL INCLUDE IN HIS BUSINESS ADDRESS THE COUNTY OF THE STATE IN WHICH THE BUSINESS 
IS LOCATED. 

ORDER OF PRECEDENCE. 

In the event of an inconsistency between provisions of this solicitation. the in­
consistency shall be resolved by giving precedence in the follOwing order: (a) Annex 
"BII. Statement of Work; (b) the Sehedule; (c) terms and conditions of the solicitation;. 
(d) Gene.ral Provisions; (e) other provisions of the contract. were attached or incor-· 
porated by' refere.nce. 

DISCOUNTS. 

Prompt payment discounts will be considered in the evaluation of quotations. R!0vided 
the minimum period for the offered discount is 20 calendar days. However. offered dis­
counts of less than 20 calendar days will be taken if payment is- made within the discount 
period. even though not considered in the evaluation. Time will be computed from the date 
a proper invoice Is received in the offiee specified by the Government. For -the purp_oae 
of earning the discount payment is deemed to be made on date of _!ling of the Government 
check. 

LABOR St.TRPLUS AREA CONCERNS. 

This procurement is not a set aside for labor surplus area concerns. However, the 
quater's status as such a concern 1M}' affect entitlement to aloiaX'd in the ease of tie 
quotations or in the evaluation of quotations-in accordance'~th the Buy American clause o£ 
this solicitation. In order to have his entitlement to a preference determined on the ocur­
renee of those events, the quater must identify below the areas in which the costs that he 
will incur on account of manufacturing or pr~uction (by himself or his first-tier subcon­
tractors) amount to JIlOre than 50 percent of the contract price: 

8--------------------------------------------------
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REQUEST FOR QUOIAIION NO. DAnC15 6q Q 0002 Pagf!J 5 

Fai.lure to list thl!' proposed areas of ped:ol"lf!ance u 5pe~if1~d above will pl-ecludoeo con_ 
sideration of such quater as a ~abo~ surplus area ~oncerfi. 
!he quater agrees that if, as a labor surplus area concern, he is awarded a contract for 
wich he would not have qualified in the absence of Buch a classification, he will perform 
or cause to be performed the contract in accordance with the circumstances justifying the 
preference. 

ACCEPTANCE TIllE. 

The quater shall stipulate a time within which the Government may accept his proposal. 

CERTIFICATE OF CURRENT COST OR PRICING DATA. 

Prior to award of the contract resulting from this solicitation quoters shall submit 
a Certificate of Current Cost or Pricing Data as outlined in ASPR 3-807.4. 

PAYMENT. 

Quoters should indicate the address to which payment should be mailed. 

CERTIFICATION OF NONSEGREGATED FACILITIES. (Applicable to contract, subcontracts, 
and agreements with applicants who are themselves performing federally assisted 
construction contractss exceeding $10.000 which are not exempt from the provisions 
of the Equal Opportunity clause.) 

By the submission Clf this bid, the bidder, offeror. applicant, or subcontractor 
certifies that he does not maintain or provide for his employees any segregated 
facilities at any of bis establishments, and that he does not permit his employees 
to perform their services at any location, under his control, where segregated fa­
cilities are maintained. He certifies further that he will not ~aintain or pro-
vide for his employees any segregated facilities at any of his establishments. and 
that he will not permit his employees to perform their services at any location~ 
under his control, where segregated facilities are maintained. The bidder. offeror, 
applicant, or subcontractor agrees t,hat a breach of this f;ertification is a viola-
tion of the Equal Opportunity clause in this contract. AJJ used 1n this certification. 
the term "segregated facilities" means any waiting room. work areas, rest roolJlS and 
wash rooms, restaurants and other eating areas, time clock, locker rooms and other 
storage or dressing areas, parking lots, drinking fountains. recreation or entertain­
ment areas. transportation, and housing facilities prOVided for employees which are 
segregated by explicit directive or are 1n fact segregated on the basis of race, 
creed, color. or national origin, because of habit. local custom or otherwise. He 
further agrees that (except where he has obtained identical certifications" from pro­
posed subcontractors for speCific time periods) he will obtain identical c"e'ttifics.tions 
from proposed subcontractors prior to the award of subcontracts exceeding $10,000 
which are not exempt from the provisions of Equal Opportunity clause; that he will 
retain such certification in his files; snd that he will forward the following notice 
to such proposed subcontractors (except Where the proposed subcontractors have sub­
mitted identical certifications for specific time periods): 
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I REQUESt }o'OR QUOTATION NO. DARC15 69 Q (lOa2 rase 6 

NotICE TO PROSPECTIVE SlJlICOO'l'RAC1'ORS OF REQUlRtMENT FOR CERTIFICATIONS OF NONSEGRE­
GATED FACILItIES. A Certificat~on on-Nonsegrega~ed Fa~ili~1es. as required by the 
May 9. 1967. order on Elimination of Segregnted Facilities. by the Secretary of 
Labor (32 Fed. Reg. 7439, May 19, 1961). must be submitted prior to the alllard of a 
subcontract exceeding $10,000 which is not exempt from the provisions of the Eq~al 
Opportunity clause. The certification may be submitted either for each subcontract 
or for all subcontracts during a period (i.e., quarterly, semiannually, or annually), 
(Note: The penalty for making false statements in offers is prescribed in 18. U,S.C. 
1001.) 

10 
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RYQ NO. DAHC15 69 Q 0002 
Sample CODtrolU:t 

ARtICLE I. SCOPE. 

Page 1 

C01llD1encing .on the effective date of the contract ,Bnd .ending within.l year the Contrac­
tor shall furnish all necessary qualified personnel. _terial, an"it equipment .. ,managIng and 
directing the lIallle to complete. the work described in Annex "B". Statement of Work. attached 
bereto and .by this reference. specifically made a part .of the contract. 

AUICLE ,II. REPORTS. 

a. Classified information and all information produced under classified contracts. 
which the Contractor proposes to release to the publiC, must be reviewed prior to euch 
release. this applies to all types of disclosures, e.g., oral/Visual disclosures by pre­
sentations at unclassified meetings or documentary disclosures by publication of papers in 
technical journals. It includes publicity releases. sales broehures~ advertisements. etc .. 
Requests for permission. to release such information shall be submitted. in five copies. by 
the Contractor directly- to the Director, ARPA. ATTN: Security Review Officer. 

b .. Tl!chnical.Repor.t Summaries: The purpose of the report s~ry is to emphasize the 
:ltoportance of meaningful conmunication and to specify two'_aspects of the reporting procedures 
r~quired in the FINAL REE'OR'I'S and those-, intermediate reports which the Contractor believes 
exhibit results significant enough to be noted. 

This summary. prominently identified, should normally not exceed a few pages. The 
purpose of -the project must be specified. together with a description of important equipment 
purchased or developed. if any, and.the·concluslons.reached by the Contractor. lbe most 
important single_ feature of this scmmary is that it must be meaningful to readers who are 
not specialists in the subject matter .0£. the contract. 

The requirement for careful p~eparation_cannot be overemphasized as this summary 
will often provide. the basis for decisions on. the continuity of a project. The Contractor 
!DUst reco&D,1ze that his achievements are quite',often sarveyed by Department of Defense staff 
function at a level that preeludes a thorough review, of_ detailed reports. 

It is not intended that the sammary be either didactic or oversimplified. Where 
appropriate. references should be made .to more detailed sections of the report in order to 
g;uide those who may be prepared to spend, the additional time required to develop a IWre COIr,-

plete and professional understanding of the. accomplishments. . 

c. Abbreviat1ons,:Acronyma and ,Code Names: It ia important that the Contractor avoid 
abbreviations, acronyllS or code. names in the sutmIary. or the detailed report, that are not 
spelled out immediately. e.g., LRL (Lawrence .Badiation Laboratory). If the abbreviation. 
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RFQ NO. DAIlCl5 69 Q 0002 
Sa~le Contract 

Fage 2 

ac:ronytll or code name 1s to be \!Sed several times in succeeding paragraphs and sentences ~ 
and in the body of the report itself, it 1& appropriate to use the abbreviation. However, 
it is imperative that every tec.hnical report, final or intermediate include B complete 
glossary of abbreviations. acronyms and code names displayed in the text. 

d. Quarterly Managemnt Reports: The primary purpose of these brief reports, which 
should be in letter form and generally not exceed th.ree (3) pages in length, is to inform 
varioue levels of management of significant events, acc.omplishUlents. and problem associated 
with the progress of work, The Management Reports should not be used to doc.ument technical 
progress or contain technical description such as graphs. charts. or formulae. ruese types 
of data belong in technical reports. 

'l'he report should present a narrative summary of work performed including specific 
reference to the topics listed below. The initial report should include an introduction 
outlining the background. objectives. and aSSignment of responsibility for the project. 

Any of the follOWing topics may be covered by inserting "none", "not applicable." 
or "no significant change, fI when appropriate. 

(1) Research Program and Plan. A brief statement of objectives and plan of re­
search will be included in the report. 

(ii) Major Accomplishments. This should inc.lude a brief description writcen in 
lay terms. of any finding or accomplishment considered worthy of being brought to the 
attention of management. The meeting of routine schedules should not be included, but 
accomplisbment of major milestones should be reported. 

(1ii) Problems Encountered. This topic should make reference to difficulties 
associated with personnel, facilities. contracts. availability of literature, funds. strikes. 
disasters. etc., 'Io'hich Significantly affect the progress of the work involved. Problems 
of a technical natu~e should also be inCluded, but in brief. non-technical terms. 

(iv) Fiscal Status. This should include: 

1. Amount currently funded. 
2. Estimated expenditures and commitments to date. 
3. Estimated funds required to complete the work. 
4. Estimted date of completion of the work (when different from. that 

specified in the ARPA Order or contract). 

A copy of the fiscal portion of the quarterly management reports shall also be 
submitted to the Contracting Officer and the Administrative Contracting Officer. 
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~;-~~~~~ 'Pi~Y.~~~~~,;e:,:N::o:r~,:mally this will include any assistance 

(Vi) Future Plans. A brief statement of any significant change Which is planned 
in the course of work under way or on any new item which is considered to be of interest 
to management. 

(vii) Milestone Report: A list of suggested milestones shall be submitt.ed, in ten 
copies. (Milestones are defined as points of accomplishment Which represent significant 
progress When c~pleted). The list shall include the initiation and completion date fOr 
each milestone. A brief description of the milestone should be provided, when necessary, 
to define specifically the accomplishment to be attained thereunder. The Milestone Report 
should be included in the Quarterly Management Report. 

Milestones should include major phases of hardware development and testing. 
decision dates on alternate approaches. dates by Which control information on facilities 
or government equipment is required, dates by Which a capability must be demonstrated, 
delivery dates, and other significant phasing and timing points. 

Upon approval by ARPA of milestone information. copies of SD Form 350 (copy 
attached). Which contain appropriate instructions, will be made available for use in 
reporting progress against the milestone schedule. 

e. Interim Special Report of Major Events. The Contractor shall report major items 
of special significance, as they occur. These reports should reach ARPA within five (5) 
days of the event reported. utilizing TWX facilities when necessary. Such event items 
shall include, but not be restricted to. strikes and disasters. program delays, technical 
breakthroughs. major decisions, and requirement for increase in funding. One copy of any 
such report shall be furnished the Contracting Officer. 

f. Program plan. The Contractor shalt submit a program plan containing a detailed 
research plan. milestone plan. milestone chart. and manpower loading chart for each major 
task; a chart depicting major s~bcontracts and equipment/material purchases. the date and 
approximate amount of each; and a chart depicting major Government furnished equipment 
(GFE) and facilities required, and the date snd duration that such GFE or facilities are 
required. The estimated cost of GFE or facilities should be included if known. Three 
copies of the program Plan shall be submitted directly to the Director. ARPA. Washington, 
D.C •• 20301. within 30 days after the effective date of the contract. 

g. Quarterly Technical Reports. This report shall present a concise and factual 
discussiea of technical findings and accomplishments during the period. The report shall 
be of technical publication quality. including appropriate subject matter references. 
'Ihree copies of the report shall be submitted by the Contractor directly to th-e Director, 
ARPA and are due within 30 days follOWing the close of the report period. The report will 
present a concise and faetual discussion of technical findings and accomplishments during 
the period. The report should be of technical publication quality. including appropriate 
subject ttatter references. 
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RF~ NO. DABelS 69 Q 0002 
Sa-mp1e Contract 

h. Final Technical Report. 
8ub~tted in lieu of the regular 

Upon completion of the project, a final report "ill be 
technical report, directly to the Director. ARPA. 

i. Miscellaneous Reports. In addition to the aforementioned written reports the 
Contractor shall periodically furnish such written data relative to contract performance 
as may be requested by the Contracting Officer, and shall be prepared to discuss orally 
any phase of contract performance or p~ogress as reqUired by the Contract~ng Officer. 

j. 
copy of 

A completed Document Control Data - R&D (DD Form 1413) shall be 
a technical report required under the terms of the contract. 

included with each 

k. 'the repot'ts required by this Article and the deliverable items set forth elsewere 
in the contract are data to be delivered in accordance with the clause entitled ''Rights 
in Technical Data". 

1. '!be heading or cover page of each report shall contain the following information: 

ARPA Order No. 1260 

P't'ogram Code No. 8D3O 

Name of Contractor 

Effective nate of Contract 

Contract Expiration Date 

Amount of Contract 

Contrac t Nurd>er' __________ _ 

Principal Investigator and Phone 
Number 

PToject Scientist or Engineer and 
Phone Number 

Short Title of Work 

m. Each report prepared will include the following citation on the cover: • 
Sponsored by 

Advanced Res.earch Projects Agency 
ARPA Order No. 1260 

'0.. Each publication resultins frOid Aln'A work. rill contain the fol1owiD8 
acknowledgement: 

14 

This research was s.upported by the 
Advanced Research PrOjects Agency 
of the Department of Defense under 
Contract No. _________ .. :' 
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o. 'l'hree copies of each report (Management: or Technical) shall be submitted to: 

Director 
Advanced Research Projects Agency 
Washington, D. c. 20301 

p. One copy of ea,ch technical report. on all ARPA work shall be sent to: 

Institute for Defense Analysts 
400 Army-Navy Drive 
Arlington. Virginia 22202 

q. Twenty copies of each technical report generated on ARPA Projects shall be 
submitted to: 

Defense Documentation Center 
Cameron Station 
Alexandria, Virginia 22314 

ARTICLE III. DELIVERY SCHEDULE. 

a. Schedule of Deliverable Items: 

Description No. of Copies 

(:1) . Quarterly Management Reports 3 

(11) Interim Special Report of 
Major Events 

(iii) Program Plan 

(iv) Quart~rly Technical Reports 

(v) Final TeChnical Report 

2 

3 

3 

3 

Delivery Date 

15 days after the close 
of the report period. 

As reqUired by ARTICLE II. 

30 days after effectiVe 
date of contract. 

30 days after the close of 
the report period. 

13 months after effective 
date of contract. 

b. '!he items set forth above in this ARTICLE III., do not represent the total amount 
of 'Work to be performed wder the contract but are certain deliverable items set forth for 
administrative purposes. Other items not speCifically set forth above, but requir~d by 
the contract shall be delivered as specified elsewhere in the contract, or if not so 
.pecified with the final report. 
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c. Unless otherwise specified in the eontr4ct all deliverable items shall be 
delivered prepaid to! 

Director 
Advanced Research Projects A~ncy 
Washington, D. C. 20301 

ARTICLE IV. PROJECT oFPICER. The Contracting Officer may designate Contracting 
Officer's Technical Representatives to; 

Page 6 

a. Act as Project Officer under this contract. The Project Officer will receive 
for the Government, reports and other material called for in this contract and will 
represent the Contracting Officer in the technical phases of the work. The Project 
Officer is not authorized to change any of the terms and conditions of this contract. 
Changes in the scope of work will be made only by the Contracting Offieer by properly 
signed written tDOd1fications to the contract. Such repr'csentatives as may be ap'{:Ointed 
will be specifically designated in a letter from the Contracting Officer to the Contrac­
tor. 

b. Certify Contractor's "need to- know" in c.onnection with Cont'tactor's: 

(1) 'tequests for information from Government activities, 

(2) requests to private contractors for information developed pursuant to 
Government contracts, 

(3) visits to Government installations and other Government Contractors to 
obtain info'tmation to be used in contract performance. 

ARtICLE V. ALLOWABLE COSTS. It is understood and agreed that, subjec.t to the provi­
sions of Clause 3. "Allowable Cost, Fixed Fee and Payment"~ of the General prOvisions 
the following shall be conside;red as allowable items of cost under the contrac.t when 
incurred or paid by the Contractor and when necessary and required and used fat' the 
performance of the work hereunder; (this Article does not preClude the allowa~ce of 
other costs allowable under Armed Services Procurement Regulation, Section XV):" 

a. Salaries ~ Wages. Expenditures by the Contractor for salaries and wages of 
his personnel and borrowed personnel directly engaged in the performance of work here­
under and properly allocable to this contract including Federal and State taxes paid 
by the Contractor and properly allocable to such salaries and wages. 

b. Travel and Subsistence. Reaaonable subsistence not in excess of actual item­
iz.ed expenses of-r per day, or a per diem allowanc.e in lieu thereof of $ , 
and- transportation for personnel e1i1ployed in the performance of this contract, while 
in travel status, provided such travel is necessary for the performance of this contract; 
and provided that, expenses for transportation here\lDder by motor vehicle other than 

16 
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eomOD carrier or rented .automobile shall be relnDut'sed on.a reasonable actual expense 
basis, or at the Contractor's option, on. a.mileage 'basis at· a- rate of $ • 
per mile, plus any toll.or ferry"charges._ The, difference in cost between-'f~ir=s~r=-~c~l~.~s~sC­
air ac.commcdat1ons~ and less'. than .. £irst-c}asscair:acconmodatiODs· is' unallowable except 
when less than first~class accommoda~lons,are not reasonably' available to meet mission 
requirements. Reasonableness. shall' be ascertained by a review of all facts pertaining 
to the specific-'eolit-by the ContractitJg, Officer·. Should transportation_and subsistence 
expenses be Incurred.eoncun:ently in"connectioQ .. with the 'performance of more_than one 
contract; such expenditures shalLbe allocated" on".an.equitable basis to the contracts 

"-involved, such .allocation. to :be. based On a review of all pertinent facts concerned with 
the particular trip. 

c •. Mate.rials ~ Supplies. Expenditures:.by the Contractor for- such materials. 
supplies, apparatU$~ equipment, and, other. articles, (including rental of apparatus and 
.equipment) properly·.-a1locable to :perforillauce: of the _work hereunder. 

·do.- Indirect Costs. A.proper lII.ethod,.of determining- indirect· costs will be 
negotiated. -

_ARTICLE VI. . MAXIMUM' CeN'fRACT COST... SUbject to the provisions of Clause 2, "Limitation 
of COBtll, and Clause 3. "Allowable Cost. Fixed Fee and Payment", of the General Provi­
aions: 

a. The total-of.tbe Allowable Cost under this. contract shall not exceed.~-===~~ 

':::;:::'==:;:-::<;-;:;:::-;;====::-:C;:::T.C-::::::T.:===;:;:r.;:;:~(~$T.;:-~:;:c;;;:d.:)' which. sum is the estimated 
total cost of the Contractor's performance hereunder, exclusive of fixed fee, and is 
based upon data on file in the office of the Contracting Officer and is to be considered 
as the "estimated' cost" for"tbe purpose 'of interpreting Clause 2, trLimitation of Cost" 
of the General l'rovis-ions. '!his lindt lII81 be inereased from time to time by the Govern­
ment.solely at its discretion. 

b. In addition to .. the.A1lowable Cost aforesaid,' the-'Cove:t:mnent shall pay the 
Contrac.tor a fixed fee .. of ($ ) 
for the-pe~formance of thi:s~c=o=n=t=ra~c~t~.-------------------------------CUC-----------"C-

c. The total anount of this contract, inclusive of fixed fee, therefore, ahall 
'.not :exceed __________ ~ ____ ~~ ___ ~ ____________ -'(,,$ _____ _'_)_. 

d. Subject to the withholding requirements of the General Provisions the Contractor 
at the time of reitilbursement. of allowable .cost will be entitled to payiIleDt of fee cn the 
basis of such c.ost in_ the same ratio as the total fee is to the total estimated cost ex­
clusive of fee. 
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ARTICLE VII. STANDARDS OF WORK.. 

Page 8 

The Contractor agrees that the performance of work and services, pursuant to the 
requirements of this contract. should conform to high professional standards. 

ARTICLE VIII. OTHER PROVISIONS. 

ADnex irA". Gene~al Provisions, "Cost-Plus-Fixed-Fee Contraet", is by this reference 
specifically made a part of the contract. 
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GENE'RAL PROVISIONS 

_-,-_-,C",~t1se 

Definitions 
Limitation of Coae. 
Allowable Cost, Fee and Payment 
Standards of Work 

Index 'to Annex "}." 

Inspection and Correction of Defects 
Assigru:nent. of Claims 
Examination of Records 
SuhC,ontr4c e.s 
Utilizatiott of 
Ternrination 
DiSputes 
~gotiation 

Small Business Concerns 

Buy American Act 
Convict. Labor 
Walsb-Healey Public Contracts Act 
Contract Work Hours Standards Act - OVertime Compensation 
Equal Opportunity 
Officials Not to Benefit 
Covenant Against Contingertt Fees 
A~thorization and Consent 
Notice and AsSistance Regarding Patent Infringement 
Patent Rhhts 

-}'sPit l!:~ference 

7-103.1 
7-402.2(a) 
7-203.4(0) 

7-402.4 
7-402.5 
7-103.8 

7-203.7(0) 
7-402.8(a) 
1-707.3(0) 

&-702 (a) 
7-103.12 

7-103.13(0) 
6-104.5 

12-203 
12-605 
12-303 
12-80.2 

7-103.19 
7-103.20 
9-102.2 

9-104 
9-107 

An appropriate Patents Rights clause will be selected 
Rights in Technical Data 9-203(b) 

9-207.2(b) 
7-104.12 as modified by 7-204.12 

7-203.22 
1-805.3(.) 

12-102.6 
7-104.40 

Techn'ica1 Data - Withholdin.g of Payment 
Military Security Requirements 
Insurance - Liability to Third Persons 
Utilization of Concerns in Labor Surplus Areas 
Payment for Overtime PremiutJlS 
Competition in Subcontracting 
Audit and Records 
Price Reduction for Defective Cost or Pricing 'Data 
Subcontractor Cost and PriCing Data 
Filing of Patent Applications 
Excusable Delays 
Negotiated Overhead Rates (if applicable) 
Gratuities 
Limi.tation on Wi.thholding of Payments 
small BusinesS Subcontracting Program 
Labor Surplus Area Subcontracting program 
Interest 
Changes 
Stop WQrk Order 
Reports of Work 

1-104.41«) 
7-104.29(0) 
7-104.42(8) 

9-106 
8-708(a) 

3-704.1 
7-104.16 
7-403.12 

1-707.3(b) 
1-80S.3(b) 

E-620 
7":404.1 

7-205.7«) 
7-404.6 

The above constitutes the General 'Provisions that will be incorporated in th~ 
contract resulting from this solicitation. It is economically impractical to 
include these provisions with each solicitation. however they will be pro~ided 
upon your ~itten request. 
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STATEMENT OF WORK 

ANNEX "B" 

Sponsoring Agency: 

Advanced Research projects Agency (ARPA) 
Yasbington, D. C. 20301 

SPECIFICATIONS OF 

INTERFACE MESSAGE PROCESSORS 

FOR THE AEP A COMPUTER NETWORK 
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I. Network,Description 

A. Introduction 

SPECIFICATIONS OF 
INTERFACE MESSACE PROCESSORS 
FOR THE ARPA CmlPU'IER NETWORK' 

Tbe Advanced Research Projects Agency, with the cooperati'on of its 
research contractors, is forming a computer communication network. By the 
d.istinctive nature .o! these eontractors, this will be a. hi-ghly inhomogeneous 
network. There 'will be many kinds of computers involved and even in those 
cases where two contractors possess similar equipment, their operating ays­
~s and types of utilization will differ. On. the other'hand, this will be 
a network of important potential precisely.,due t.o making these advanced re­
search computer-systems available.to Users. outside their own design circle. 
Syst~m variety is of utmost importance; any present similarity is to be con­
sidered ,8 happenstance of equipment availability and must no't be an issue 
of network design. Each system is oriented to the speciali,zed research of' 
the contractor and aft-er connection to the netWork. will continue to operate 
primarily as a stand-alone system for that ,contractor's use. Each contrac­
tor will :make some part, of his facility fr,equ~tly available to the network; 
however, network- operation must not depend upon any single contractor's 
machine. (Hereafter a contractor's cOllputer is called a ROST.) 

To effect graceful disconnection of a HOST from the network and to 
guard against burdening connected HOSTS with network responsibilities, a 
communication suhnet shall be constructed consisting of store-aud-forward 
computers (called IMPS or interface message processor$) located at contrac­
tor sites. Each IMP shall be connected to ,several ot.her IMPS by full duplex 
50 kbps common carrier communication links creat.ing a strongly-interconnected 
net. Typic3-11y, there will be three or four full duplex lines it. each site 
that can serve to benefit routing and network buffering. A list of the proj­
ected ne;:work node,s and an illustrative interconnection graph is shown in 
appendices A and B. 

In addition to serving the research interests of the ARPA contrac­
tors, the network itself is ,a subject of study and experimentation; for this 
reasont dats·gathering"facilities are incorporated tnto the network and must 
be considered an.1ntegral part of the hardware and software design of the 
communication subnet. The use of these facilities will provide a basis for 
eVolution of the network design. 
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B. 'Functional Description of the Network. 

FOT the purpose of delineating areas' o£ rceponsibiliiy and 
specifying design rcqui~crncnts the llctWQrk is subdivided into the follow­
ing compononts: 

23 

1. The .USER SUBNET 

a. The HOST systems; 

The contractors hardware and software prior to' or 
independent of the formation o. construction of the 
network. 

The conh'actors oWll.hardware and so£twar~ 
individually dcsigiied and implemented for his own 
convcnicn<::c in attaching himself to the network. 

The contractors own hardware and software 
specifically oriented to his utiliz.ation of Borne 
other HOST systeln within the net"York. 

2. The COMMUNICATION /iUBNET 

a. The CARRIER systems; 

The common carrier facilities available by 
contract prior to or independent of the formation 
of the network. 

The 'circ.uit swt,tcb'es, leased lines, data sets', and 
line conditioning equipment utilizcd by the nctwork. 

b. The IMP systems; 

Th~ store-~nd-forward message processors 
dedicated to "the service of the network. 

The hardware interfaces ,attaching the message 
proce,ssors to the data sets of the CARRIER. 

The procedures, hardware and software, for 
message tran,smission, validation, failure detec­
tion. recovery, and data gathering. In general. 
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those procosscs comprising the communica.tion 
cif.l!li::;;:r. ~~nrl ?(;.r(.-:.r~-n""nce of th€:: mns.s..a.z.e. pr(l),C~z.­
&or& which rnaintain' at all network f.;ltcs (hereafter 

called the CARRIER .side of th~ IMP). 

The hardware int.erfaces attaching the mcs'sage 
processors to the local HOST (s). 

_The procedrol'cs, hardware and software, for 
message reformatting eithc~ sCl1;ding or receiving 
and as specifically required for the local HOST, 
(hereafter called the HOST side of the IMP). 

To visualize the operation of the network, consider the following examples 
of expected interactions. 

Example 1. Documentation. activities using the S. R. I. HOST system. 

The HOST at Stanford Research Institute- will maintain a network 
library of documentation information. Some of this information is private 
to S. R. I., some is available to all network users, st;>In.e is available to 
particular network USCl·S-. The S.R.I. system. for handling such infor:ma~ 
tian on-line is to be. made available. to the network users. The on-line 
controls CO":millg froIn. an" S.R.I. console specify precisely the program 
control of the documentation system.. Consequently •. the outputs generated 
by any COlHlole in the network can be mapped into the set of S. R.I. console 
outputs by a reformatting program in the user IS HOST and thus effect con­
trols of the S. R. I. system: In the other direction, thc display output to 
an S. R. 1. console uniquely specifies the visible results of applying the 
above controls. Consequently, the da.ta stream £rottl the computer to the· 
display system can be mapped into the output data stream required to 
similal.oly qisplay s~lch visible results at the user l site. This would also 
be handled by a reformatting prograITl in the users I HOST. 

In general, there is rOOIn. £01" nlany different selections of how and 
where to pl"ogrammatically connect two HOST sites, the above is only 
intended as an exaITlple. We could just as well elect to transport the S.R.r. 
document to the user I HOST and reformat this do·cument to a form acceptable 
·by'the HOST system and then apply HOST display (or line printer) programs 
to the resulting document. 
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Example Z:' Network studies usine the UCLA HOST syst.ern., 

The HOST system at UCLA will include ana.lysis programs for 
's'tudying network performance. The design of the IMPS will include 
fadlities for gathering network data ... 'when requested an.d reporting this 
data to other sites. A useX' at an arbitrary contractor site may sc:hedllle 
and run network experim.ents by supplying program. controls to the UCLA 
HOST system to effect the aele,ctian of data gathered and to- govern its 
analysis by the UCLA HOST system. Or, the user may elec.t to have 
the raw data sent to him. .directly for processing by his own programs. 
'I'u IWllt,j l!lm.flkt8, Buch cxpcrim,cnts will normally bo sche'dulcd and 
monitored by the UC~A __ HOST. 

Example 3. Extended console operation in the n~twork. 

:::;ince many sites have unique facilities, we can expect rich inter­
action to occur, as it is only necessary to develop illTERCONNECTION 
SOFTWARE in order to have utilization of the power of another contractor's 
system. From the point"of view of the ARPA contractors as users of the 
netwo~"". the 'communication subnet is a selt-contained facility whose soft~ 
ware and hardware ia maintained by the network contractor. In designing 
lNTERCONNECTION SOFTWARE we should only need to Use the I/O"con­
ventions for moving data into and out of the subnet and not -otherwise be 
involved in the details of subnet operation. Specifically, error checking, 
fault detection, message SWitching. fault recovery,. line SWitching, ca.rrier 
failur.es and carrier quality asseSSlll,ent. as required to guarantee reliable' 
network performance, are the sole responsibility of the network contractor_. 
Rowever. during the period of design and construction of the network, the 
user contractors can provide aid to the network -contractor as suggested 
in Section IV B below. '. 
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C. Functional Description of the IM:PS., 

The set. of llv1PS is ,to serve as the interface between the set o£ 
HOSTS and the CARRIER network. Eaeh transmitting HOST looks into 
the network through its adjacent IMP and' sees itself' connected to the 
receiving HOST (which responds to requests from the transmitting HOST . . 
after a delay due, to IMP and CARRIER congestion a.s well as its own 
congestion). Ea~h receiving HOST sce~ the network through its adjacent 
IM.P and responds to incoming data as from a set of re:rnote terminals 
making reque,sts. The network sees a set of IMPS providing and accept­
ing rnE:'!ssage traffic. Each MP sees the network as a source of messages 
for its receiving HOST, and as a sink for messages from its transmitting 
HOST and from messages u'sing, it as a relay Th1P. The IM:P; as part of 
its basic fun(Ztion must SInooth out severe fluctuatio~s in the message 
traffic by providing temporary message buffering. 

Thus. the n..iP is to provide store-and-forward switching for 
messages exchanged between the HOST computers. It is to receive 
messages from it,s attached HOST (8) and from other .D;vIPS connected to 
i~ by means of communication circuits. These messages. or packets of 
messages, are to be forwarded, as appropriate, to the other connected 
lM.PS -dr to its attached HOST (s). In the execution ot'these fun.ctions the 
IM:P is to observe the lMP-WP communication protocol and the HOS,:r-lMP 
conununication protocol, _as established hy ARPA. A tentative version of 
the protocol is provided in Appendix F. -These activit;ies of the I1v1P involve 
the following functions: 

(1) Breaking m.essages into"packets 

(2) Management, of mesl;Jage buffers 

~(3) Routing of messages 

(4) Generation, analysis, and aU-eration of formatted messages 

(5) Coordination of activities with other llvIPS. 

(6)" Coordination of activities with, its HOST 

~(7) Measurement of ,network paranle~ers an~ fune,tions 

(8) Defection and' disposition of faults 
.' : 

The specific functions to be performed by the IMPS, and the 
algorithms used to im.ple:m.ent ~e functions, a-;e all subject to ch~nge with 
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time. TheBe changes ',may occur aD the network changes in size." or 
changes in mod'e of application. and is subjected to imp~ovementg and 
experimentation. It is necessa.ry. then. that the design ,0£ the IM.J? pro­
gram.s and hardware be such as to permit these changes to be made with 
relative :ease. The program-hardware tradeo!fa. the modularity of these 
elements" .the ability to m.ake progrzl.1n changes {rom remote locations, and 
t1;l.e selection of the Source language for the program.s are all of concern 
here~ 

1. Breaking of Messages into Packets 

HOSTS will wish to communicate with :messages of longer length 
than can be reasonably transmitted as a single block due to· the increasing 
probability of retransmission. Thus, a P~cket is defined as the inter-WP 
unit and Mea sage as the· inter - HOST ooit. A pa~ket will not exce'ed lOZ4 

. bits in length; the WPS m.ust break all longer messages into multip~e 
packets. Messages will be limited to 8192 bits 1110 as not to require exce8~ 
sive buffer space. 

2. ManageInent of Message Buffers 

Tp.e Th.{P is to' provide buffers for the temporary storage of 
messOl.ges or portions of messages. These buffers will be used: 

(1) when speed conversions are to take place 

(Z) for messages that encounter delays in being forwarded 

(3) to provide a copy of forwarded data for which no indica­
tion has yet been pro\rlde.d of error-free receipt. 

The IM.P is to· control the flow of the data in and out of its buffers, per .. 
mitting the flow of incoming data from the net and from. its HOST when 
buffer space is available, quenching this flow when the space is scarce or 

. unavailable. Thi's control (stimulating 01' quenching) is brought about 
through the USe of Ilv1P- generated abnormal packets. 

3. Routing of Messages 

For ~ach incoming packet and each WP-generated packet \ 
whi9-h is not destined for a particular.IMP'S HOST, the WP chooses the 
next immediate destination, by the execution 'of a. routing algorithm. Such 
an algori.~hrn will typically take into account' the ultimate destination of the 
pac:.ket~ the connectivity of. the network •. the loading and condition of the 
communication ltnks a.nd other WPS, and the message, priority. When 
the routing algoritlun indicates that a mes sage should wait ,for a buay . . .'. 
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ch<lnnd, U,.<:o thnl 111(,!1l;ilgl! m\1st be pL1.<:'.cd un a qlH:lllJ in the buHc].· and 

the nJ~f> appropdn.t.c to_ the prio-rity dl~ciplin'c in cfIcct, rn,ullt he Mlho·r.:d 
io. l'hc L\11.J will Jlllio be f,;;,.:pcctcrl to exchange 1:()utiI1g lLncllo~dlng jnfur­
lnat.ion with IIOSTs ,:un] other IMP:) of the ndwork, <l~ clid<i.(-od by the 
l· ... )t,tting Pl'OCCBr., thus p].'uviclll"'t;l: pcl'iodic up(latinE of UlC l'outing t~Llcs. 
(S~~c Appendix G) 

4. Generation, Analysis and A~teration ,Dr Formatted Mcss~~g(:s 

The message and packet exchanges b"ctwc'cn IMPs, and between 
WP and I-lOST, will con!ol'm to the formats in the ARPA cstahlislwd Pl'oto w 

co1s. The IMP is to construct all of its outgoing. lTlCSsagc5 and packets in 
,these formats. Header information 011. a lucssage will be altol'cd in the 
IMP when appropriate. All IMP analyses of incoming messages and 
packets al'C to assumc that these messages and packets will"(cxcept in 
case of cr1'or) also confonn to these formats. 1.'1"ansmitting I-lOST m.cs­
sages will be disassembled, as required, into pac1<;;cts. Receiving HOST 
messages will be l'cassembled, as required, from incoming packets. 
Thus, in both transmitting and receiving, the HOSTs deal with complete 
messages. 

The IMP will providc the necessary serial to parallel, and 
parallel to scdal conversions for communication with the communication 
ell'cuits and the, attached HOSTs. 

5. Cool'dination of Activities with other IMPS 

Th1Ps will coordinate their actions with other IMPs in the net­
work through the usc of IMP or HOST gcncl"ated messages, These messages 
will provide fOl' the positive or negative acknowledgement of rnessagc5, and 
the tCluporary cessation or rcinstHution of rnessage transmission, When 
requircd, as through a negative acknowledgement, the IMP will repeat 
messages which have been received in error. Through the use o£ IMP 
generated messages, network status information will be sensed ahd per­
colated through the network for use in changing the routing tables. 

In addition to generating such coordinating messages the Th1P 
will receive and react to cool"dinating messages. 

6. Coordinat!'on of Activities wi~h its HOST (s) 

Each IMP is required- to coordinate its actions with its own 
HOST. These activities include the acceptance of messages from. the 
transmittin:g HOST upon request (at t~c IMPs convenience). and the delivery 
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of nlCfoflO1.gcs to Uv .. ' l·(.~ccivillg HOS'].' (at the rccClvmg HOS.'!'!s COrlVl~nj(,l1C(:). 
or C('I\\l'SC. if the, i'ccciving HOST bl.'cal~s down' Ol,' ac'ccpts mCSt1Llge8 too 

slo,wlYJ thell its ll'vf-P Illllst take thl.'l l').CCCSSE\l'Y stcps to IJrcvc1l1 furl.lll11: 

mC58';\/J05 [;"0).1.1 cntpring the I."d and being dclivUH\d to it. As nlCf!Sagc3 
arrive {rom the trapsrnitting HOST. the h'ansmitting 1Ml:' nm,flt prcp"'l'O 
them into p'ackcts with appropl'iato headel's, and parity ched" bytes. 
Message protocol must be followed in preparing these packd-s. 

7. Mcasurcl:TIcnt of Network ParaIncter-s and Functions 

An WP will. at times, be rcquil"cd ~o measure selected network 
parameters. These parameters may include: 

(1) occupancy of all COlTIInUllication circuits 

(2.) utilization of the IMpls buffer storage 

(3) utilization of the IMpls CPU time 

(4) delays encountered by messages due to IMPs 

(5) failure rates of the common carrier net 

lb) message an'ival rates 

(7) message lengths 

(8) distribution of network traffic 

(9) net configurations 

(10) hom.e use versus reluotc use of COIU1)uter 

(11) queue lengths 

(l2) transmitting HOST qucueing delays 

In··orcler to observe delays and the operation of the routing mechanifHus, 
t.he IMPs will be l'cquired to tag selected m,essages and observe theil.' 
luovemcilt through the netwol'k, These· data gathered by an Th1P may need 
tei be incol'porated into an IMP generated message destined for its own 
or another receiving HOST. 
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The :measurement activities of an IMP will ,bc sclectively initiated 
'~d ,tfrminated by control n'lessages received [;roIn ita hotit, or another !M,P. 

8. Detection and Disposition of Faults 

The IMP is to protect its'elf and the network from the effects 
of faults, whether the source of the fault is external or internal to the 
IM:P. The protection process will involve the detection of faults, and a 
reaction to faults,. where a primary goal of the reaction is to contain the 
effects of a fault. These activities ·are to be ess"entially automatic requir~ 
ing little or no hwnan intervention. 

To detect faults from external.sources the IM:P must continually 
examine and analyze the signals pres ented to it by th'e communication 
channels and the HOST-IMP channels. The' analyses should determine! 

(1) if the signals adhere to the established protocols 

(2) if that data contained in a message for use by an Ilv1P 
is valid 

The variOus forms of error checks ,specified in the protocol~ 
relate to this fault detection process. 

directly 
• 

~
I. The detection of externally caused faults must also be concerned 
" with abnormal time behavior of s'ignals. For instance, signals that a.re 

!' too rapid or too slow in response may indicate the presence' of a fault. 
f
l
, i\ .. '"The non-responsive external source should be detected through the use 

, of timing procedure£! .. 

Upon detection of a fault the IM.P should attempt to isolate its 
effect in a. manner that results in the" corruption .:;>£ a xninimum nu:rnber 
of messages. Such isolation may involve the negative acknowledgement 
of a 'packet or a message. 

Recovery procedures should be used to restore service, in an 
'orderly manner, when the fault has been removed. Transmission faults 
may be. overcome by retransmission of the faulty data. Network control 
·messages e:x;changed between.IM.FS may report the restoration to' service· 
of ,a faulty IMP or HOST. 

The IMP will be' so designed that it can be stopped, started., a.nd 
ita opera.ting program loa.ded or examined by ~elected .network HOSTs. 
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, Such 'HOSTs,., ~iug: special sacu;ru P,"OCliUifjeS and 81llploying the netwo-rks c w­
munications facilities,. may be use'd to effect the remote recovery of I S 
suffering, fromser1oU9 faults. Such recovery may effect the automatic e­
start, with a fresh progr_sm, of a halte'd IMP. 

9. IMP Software Separation Protection 

Since there is a portion of the IMP software that the HOST' 
staff may write,.it is desirable (not mandatory) that hardware protecti 
be provided to prohibit that portion of the software from harming the b 
IMP operation •. Standard protection hardware for providing a privileged 
executive ,mode should.be adequate. The, cost for such hardware, if avai 
should be identified as an option. 

n 
sic 

able, 

Tbe protection. desired should prohibit the HOST's staff program from: 

(1) controlling any IMP input or_output operation except th s~ 
of the HOST-IMP channel 

(2) changing that stored information required by the IMP to 
serve the remainder of the network 

(3) using the processing or storage capabilities of the IMP in 
such quantities or at times that result in reduced eerv ce 
to the remainder of the network. 

D. Tbe HOST-IMP Interfaces 

Due to the variety of HOST machines and to the-differences in t e 
existing on-line entry points into these systems, it is not possible to 
describe a universal manner of IMP connection appropriate to all HOST s s­
tems. The quater, therefore, need not propose individual modifications to 
interface to each host; rather ,he should propose a single standatd iDte face. 
All modifications to that interface will.be tasked separately after con ract 
award. 

It is desired to.each IMP interface.to more than one HOST using a 
mult1p~exing scheme. 'The hardware an.d software necessary to accomplish the 
multiplexin,g may be too complicated and expensive to warrant its implem nta­
tion. Each quoter should include.his own evaluation of the additional ost 
of interfacing to multiple HOSTs, ,but.should.not include that cost in h s 
basic' proposal. 
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The softvare within the IMP can be functionally seperated into 

ca~Bor1es: (1) the noST Bide and, (2). the network side,. Since the 11 
staff can program " the IMr, it 1s recommended, that physical memory prete 
be provided. the following functions should be included 10 the softwar 
the HOST side of the 1b1P: ' 

(1) IMP-HOST single channel control 

(2) Buffers and buffer control 

(3) Message. to packets and packets to ~essage conversion 

(4) facket formatting. 

wo 
s'l"s 
,tion 
of 

'!he contractor shall leave 8u'fficient memory.space for the HOST to add spec­
ialized routines to do: 

(1) .Character code conversion 

(2).Destination discrimination necessary for multiple HOSTS 
connected to the IMP 

(3) Repacking of binary messages. 

E. The IMP-CARRIER Interfaces 

The only 'variation from site to site of the CARRIER side of the MPs 
is the number of attached data-sets, so the IMP-CARRIER interfaces can b 
identical at all sites. This will be a multiplex interface capable of d rect 
extension to handling six (6) data-sets, asynchronous and in parallel, b t 
iIrplemented in a modular way with data-set control card's associated with each 
duplex carrier.link. The initial implementation need' only contain those 
modules implied by the communication circuit map of Appendix B or its eq iva­
lent at the time of total network implementation. Although six data-set 
my be connected to an IMP, the software should be designed to optimize he 
tiwe delays within the HlP for three . communications Hnes. 

In order to achieve the speed and simplicity desired for the IER 
side of the 1M£',. cbannel hardware 1s required for the following funct10 
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(1) Character sensing, as required for start, stop, and esca e 
characters 
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(2) .24_ bit c:ycl1c' parity' CDnstruction and' c.omparison 

(3) Real time clock of bit time_. (20 1II1c.roseconds) resolution 

(4) ,Fault detection_and seatus'presentation of fault type. 

-If hardWilre is not ,utilized_in -the ,design) the ability ,of the soft­
ware to· acc.omplish these functions must be .. clearly demonstrated. 

F. Network<Performance Characteristics 

The criteria upon which the, network will',be judged and their 
.prioricy are given below: 

(1) Message delay 

(2) Reliability 

(3) Network capacity 

For the purpose .. of calculation. and evaluation, a simplified model of the 
Qetwork is presented. The model should allow.the contractor to evaluate 
his ideas without eitheL,knowing the specific topology of the network 
(which is Dot yet fixed). or using the estimated (and unreliable) HOST to 
HOST traffic statistics presented in Appendix E. The'model should be used 
in calculating the delay tines and network capacity • - • 

1. -Message Delay 

The message ,delay 1& the. time required for a ~..QQ.~aracter 
message (single packet_message) to go from the origin IMP (associated 
with the sending _HOST) to the destination IMP (associated with the 
receiving HOST). It is desired that the average message delay over the 
entire network be minimized. In particular, the average message delay 
should be less than 1/2 second Tor '"a_ fuilY"loaifid"neH.rork (as~'deTe:ribed 
1A-3-beilmtY;~""'" ,.,. """"'''-'' 

The following factors shall be included in calculation of the 
message delay: 

a. 

b. 
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c. Th{P Processing Delay 
~ ",",'"'' 
Queuing Delay J 

...... :r p!FI~_."d-.-~ 

d. 

e. ;"vcrag,e Path Length in Store-and-Fol:ward Opel' tion 

Z. Reliability 

It is vitally improtant that the users have confidence in t e 
overall reliability of the network. Low probability of wrong or lost 
messages l particularly when undetected. is desired. The mean ti e 
between failures due to Wldetected parity errors is predicted to be 1 sa 
than one message per year; othe]."l errprs will hopefully not increase that 
rate significantly. Errors that occur after the :message is passed t the 
HOST should not be considered. Also, when a HOST refuses to acc pt 
messages. the loss of those messages, if reported, is not consider d 
as important as other losses. 

3. Network Capacity 

.-- ) 
/' , , c 

4. Network Model 

, The following is a, simple model of the network describin 
topology and data transmission. Several param~ters- are given to ai 
determining the delays encountered by pac.kete. The parameters are 
given as averages over the nodes and over a number of sample netwo 

What is not included is the proc~i;',i.tirp.~"ft.l)d SMelUPS d~.~ar~;:~. 
to accompli!!!!.lj,tl.tlj,~ •. !:::~'ll"."t:~pJ;~!i.IlJ;~,.vW,~,~!\qpJAlllt~_§~Al? 
b"iddEr .... --
,.'- -" .".-,~'" 

a. _The number of links which a-m.essage must t~averse t 
get from one, node to another (represented by the 'letter m) is 3. 

b. The number of links connected to each node (represented 
by k) is 4. 
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c. T4e. inpu.t rate from ,the HOS:r to the lM.P 1, 20 kilo bits 
per second. 

d. The traffic flow on 'each communication channel is. 15 
kilobits per sec~nd~, 

e. The sizes and distribution of normal packets will 'be 50% 
112 bits long, and 500/0 1040 bits long. Each of these packets must Qe 
acknowledged and an acknowledgement packet, is 112 bits! • he total 
distribution of packets is therefore 750/0 112 bits "long' a 25% 104 bits 
Ipng. The average num.ber of bits per packet is there ore 364 hi s',:,. 

f. All nodes are separated by 300 miles. The predicted .delay 
due to distance on the conununications line is 5.:; microseconds per mile. 
In addition, there, is an estimated 760 microsecond delay in the modem. 
Thus, total delay due to communications is 3.17 milliseconds per link. 

G. HOST-HOST Traffic Characteristics 

The HOST to HOST traffic volwnes shown in Appendix E are 
based on the best (albeit poor) estimates' available at this time: Note 
that this trafiic is on a site to site basis, and not necess.arily descriptive 
oi the traffic on the various corrununlcation network circuits. It is 
necessary to account for the nature of the routing doctrines_ used by the 
IMPS in order to develop estimates of circuit traffic. 

The trimodal characteristic of th~ traffic arises from the three 
generation rnechanisIns at work. Type I traffic (high rate of or,igination. 
short length) is directly related to the indiyidual keyboard actions of a 
user at a console. Type n traffic (moder-ate rate of origination, m.edium 
length).represents responses directed to a teletypewriter mechanism or 

'to a.'cathode :ray tube display. Type- m traHic (low rate of origination, 
long length) represents large data. transfers to and from magnetic tapes. 
disks, COres, etc. 
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Th~ traffic generation prQcess~s are ~o~ nec~ssarily indep~ndcnt, 
for a mesf?age from one host to another may well give rise to a message 
fram the latter b05t to the former. One m~s9a8e. for instance. may be 
Type I and. .the .response Type-. II. Because of th{f int£.!ractive process in 
which many users may'be involved. this form pf traffic dQpandency might 
be quite prevalent. 

As a result of the communication. protocol, the communication 
circuits will be subjected -to IMP generated traffic. Message acknowledge­
ments (Appendix. F), for example, contricute,to this additional traffic. 
Such IMP generated'traffic is.E£! included. in the-estimates of Appendix E. 

H. IMP-Operator Interface 

Tbe interface. with the operator is to consist of lights (or equiv­
,cl1ent displays), and switches only. No restrictions need be imposed regarding 
ope-rator access to .. the lights. It . shall be possible to restrict (perhaps by 
use of a lock and key) access to those switches that can be used to affect 
tbe operatioD: of the IMP. 

Appendix .D, .I1IIlPut and, Output Facilities for the IMP' Operator," 
describes the minimum. facilities to·_ be provided. Additional facili ties 
should be provided',as t"equired for .. l'eaSODS\ of operation, debugging, and 
1IIB.intenance. 

II.' Network Contractor Performance 

the 

three months after delivery; 
network shall be. one year;: To help evaluate. the. eventual size of the network 
and the phasing-of installations, each. quotation should include unit prices 
'for additional'. IMPS· .. ln quantities of, 10, 15 and 20. The unit cost for 
installation .should:.also be estimated .. 

The Contractor shall have full system responsibility; separate quota­
tions for hardware or software alone will not be accepted. If the quoter 
expects to .subcontract for either the hardware or software, the details of 
the arrangement, i.e., manufacturer's,name, delivery schedule and priee, 
should be included in the quotation. The quoter shall: 
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A. Deoign the COMMU'NICATION SU'BNET cons;oting of: 

1. Ninctcc;q (19) llYIPa (inter~ace message pr"h~cSS01"5) 

2. Nineteen. ~.l9) data- set mwtiplexor interfaces capable of 
handling six (6) full-duplex 50 kbps lines simultaneously and providing 
the I/O processing required for full occupancy of alllincs 

3. Nineteen (19) HOST-llvlP standard interfac'es capable of 
transferring data at a data rate in excess of one megabit per second 
(preferably one-half the IMP"IIlcmory data rate). 

4. The conunuuication software, which must provide 

a. Store-and-forward facilities with dynamic routing 

b. Positive and negative message acknowledgement 

c. Fault detection and recovery to guarantee virtually error­
free tr~nBmis8ion ., 

d. Th1P-IMP control and response as required by the system 
design and network parameter meastlrement requirements 

e. Message decomposition to communication packets and 
reassembly to message form in the transmitting and receiving nvIPS 
respectively . . 

/~-, 
£. Priority handling of shorter messages. 

/ 
/ 5. The assembly or compilation software required for the con-
\. struction of WP programs by the user contractors, implemented on 
"---some system or systems accessible to the user contractors. 

B. Construct a prototype Jl.A.P including the nAP-CARRIER and 
HOST-IM:P interfaces. Write. checkout and demonstra.te the co:rnrnuni­
cation programs operationally in this prototype., Attach this prototype 

,to the selected CARRIER and carry out a closed loop connection and 
demonstrate tne operation of the communication B_ystem design as pro­
posed by the network contractor ar~d accepted by ARPA. 
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C. Coust,"wt' ,auQ'"iu.ljtall £Ol.l," IMPS '&uQ,.a.o:sIOIoi.ateu 1nt~n;facus at SRI, 
UCLA, lJCSB,. lJ ..... uf'..Utah .. ' and demonstraLy' the. tliltal: Il1itwork design as proposed 
by, tb~ Contractor and accepted by ARPA. 

D. At the. time of,.completion of prototype checkout, the Contractor shall 
provide. system ,documentation in regard to- the. IMP hardware, the communication 
software, the~.IMe ,programming. language. and the appropriate HOST-IMP interface. 

III. Ele~ents of System Design 

'!be networkj~'Contractor, in proposing a system design, should be sure 
to include.his.conside~ations concerning: 

A. Message decomp08ition .. and assembly_ in -terms' of' eff'icient communica­
tion packets 

B. Acknowledgement' procedures 

c. Routing' algori thm 

,D. Traffic control 

E. Error assessment_and recovery 

r. IMP-lIOST interface 

G. IMP-CARRIER interface 

_R. Fault- recovery 

I. IMP~IMP control messages,.and interrupt faeBUy 

J. ,Estimated .timing factors, e.g., queuing and processing delays in 
paeke~ transmission 

K. Network performance ,measurements 

L. Buffer sizes., memory size for the CARRIER side of the IMP, memory 
size for the HOST side of the lfolP 

M. Network performance estimates of the totally implemented network 
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N. Com:pletQ description of the processor and periph~ral equip ,enf.:* 
':req,uil'Qd' 

o. ,Dc$cript1cp, of all special purpose ha.rdwa;ro-G roquired.. 

Tb:e network contra.ctor should include his conSiderations concerning he 
following optional items: 

A. Modifications for multiple HOSTS connected'to one IM.P 

B. Mem.ory protection to maintain store-and-£orward operation 
during checkOut of new "Th1:P programs 

C. Additional hardware and software nec'eesarTfor the llv1P to. 
.be a terminal controller and/or data concentrator for ita 
'HOST or for the network (i. e., no HOST, just terminals). 

*It is anticipated that mass storage devices such as tapes, disks or 
drums will not be required £01' the normal operation of.the·.Th.1.P. 
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Organization 

Dartmouth University 
Mass. lust. of Tech. 

Bolt, Beranek & Newman 

Harvard University 

Lincoln Lab 
Bell Telephone Lab. 
Adv. Res. ?roJ. Agency 
Carnegie Mellon Unlv. 

Unlv. of Michigan 
University of Illinois 

Washington University 
University of Utah 
Univ. of Cal. Berkeley 

Stanford Res.- lust. 
Stanford University 
U of C, Santa Barbara 

.U of C, Los Angeles 
RAND COrporation 

Sys tem Deve'. Corp. 

Abbrev.o, 

DART 
MAC. 

BBN 

HARV 

LL 
BTL 
J:ZPA 
eMU 

tIM 
UI 

W 
liTAB 
UCB 

SRI 
SU 
UCSB 
UCLA 
IWID 

SDC 

, 
I 

Site .. Location 

Hanover, N. H. 
CalJlbridge, Mass. 

Van Nuys, Calif. 

Cambridge, Mass. 

CalJlbridge, Mass. 
Murray Hill, N. J. 
Wash., D. C. 
Pittsburgh, Pa. 

Ann 'Arbor; Mich. 
Urbana, Illinois , 
St. Louis, Mo. 
Salt Lake City, Utah 
Berkeley, Calif. 

Palo Alto, Calif. 
Stanford, Calif. 
Santa Barbara, Calif. 
Los Angeles, Calif. 
Santa, Monica~ C'alif. 

,Santa_Monies, Calif. 

Network Liaison Computer 

GE 635 
IBM 7094, 
PDP-6/10. 
GE 645 

SDS 940, 
PDP-10 

SDS 940. 
360/50, 
PDP-l 

TX-2, 360/67 
GE 645 
DEC 338 
1108, 360/67, 
G-21 

360/67 
B-6500/ 

ILLIAC IV 
Sp1 Eqpt 
1108 
SDS 940, 

SCC 6700 
SDS 940 (2) 
PDP-6/10 
360/50 
Sigma-7 
PDP-6, 

IBM 1800 
360/50-65 



U. Utah 

ARPA NETWORK TOPOLOGY 
(Exa'mple) 

-.------•. ~-
Lincoln Lab 

'!-,-----~ .. ----..• 
Stanford U. RAND 

:\VCl'age Number of Links Eetween <my two !'~0,1cs = 2.55 
All links a:!.'c 50 kilobUj,:;i':cond leased Ih'~s. 



DART 
MAG 
BBN 
HARV 
LL 
BTL 
ARPA 
GMU 
UM 
UI 
WU 
SRI 
UCB 
SU 
UTAH 
UCSB 
UCLA 
SDC 
RAND 

APPENDIX G 

IMP Delivery $chc<h\lc 

QP.c:l';~iiQn"l J),~icJ 

(in months after contract start) 

16 
15 
15 
15 
15 
14 
13 
13 
12 

·12 
16 

9* 
11 
14 

9" 
9* 
9* 

11 
14 

*These four IMPs constitute the test network. 
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APPENDIX D 

;Lnput and OutpuL Fa.cilities for the IMP Operator 

Outp\\ts 

'1. ContcnLt:> of tho;: program_ couuLe. 

2. Contonts of the instruction register 

3. ContCllts" of t11e accumulator register 

4. On-off state of electrical power to computer 

5. Run-halt state of computer 

6~ Busy-idle state of each direction of each Th1.P-HOST channel 

7. Transmit-no transmit state of each communication terminal 

8. Rccciv(.}-no receive state -of each communication terminal 

9. Co~nccted-not connected state of each switched, communication terminal 

10. In sC1'vice-out of service state of each communication terminal 

Inputs 

1. Change contents of the program counter 

Z. Change contents of the ,accumulator 

3. Turn electrical on-off to coznputer 

4. Cause computer run, single step. halt 

5. Cause com.puter to -load from HOST or communication terminal 

6. Cause computer to dump to HOST or conununication terminal 

7., Cause master clear in computer 

8. Make-busy specified data terminals 

9. Force disconnect of specified data terminal 

10. Limit-no iimi't aCCQSS to all other operator inputs 
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• ARPA NETWORK 

'" Data Rates Between Nodes in Kilobits/sec. 

Node Node 
'To Output Jnput I/O Rate 

From 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 Total Total Tota: 

I. Dartmouth' 2- I 2 I I I 8 4 12 

2. M. 1. T. I ' I 2 2 I I I I I I 1 I I 2 I I I I 21 15 30 
3. B.B.N. I I I 1 2 I 7 lZ 19 
4. Harvard I 1 I I 1 1 6 11 17 
5. Lincoln Lab 1 ' I I 1 I 2 I 1 I 10 18 ·i.8 
6. B. T. L. 2 1 I 4 8 12 
7. .,Pentagon I 1 1 3 10 13 
S. Carnegie 1 i 2 I' 2 I 1 I 10 9 19 
9. U of Mich- l 1 2 1 I I 1 I 9 8 17 :> 

10. U Illinois 2 I 5 1 1 I I 20 1 2 2 10 1 I . I 50 13 63 '<l 
11. Wash. U. 1 1 I 3 5 8 '<l 

t'l 
12. U. Utah I 5 I 2 I ,8 I 5 I I 26 29 55 Z 
13. .D. C. BeJ;."keley I 6 3 I I 3 I I I I I 20 6 26 

Ij 

.X 
14. S.R.I. 1 I 2 I I I I I I I I 1 2 2 1 I I I 21 19 40 

'-~ 
15. Stanford U'. I I I 3 8 II 
16. Santa Barbara I I 1 1 I 5 22 27 
17. U. C. L. A. I I 1 I 4 10 14 

18. RAND Corp. 1 I 2 I 1 I I 8 10 18 

19. S.D.C. I 1 2 I I I 7 8 15 
Total 225 US 

1-----.. ·-· --~------.-.~ r-"----------__ ._._~. ________ ~ ________ __ 
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APPENDIX F 

DATA COMMUNICAnONS CONVENTIONS 

Thi.a '$OC,tiOl'l. dCSC1'ibcs the data communicati.ons convor"t.ions whic ]. 
speci.fy at a. gross level the Pl.'otccol which allows the host to communic le 
\"ltb. its IMP and the IMps s to communicate with one another. This sec 
tion, like the others, is designed to provide guidelines to the contracto 
who may. if he wishes, modify any part of the d~scription in'his' prape 301. 
Each modification will be evaluated, and will be conSidered in the final 
contractor selection. 

HOST TO IMP 

The Host and the IMP comn"lunicate using a fOl'm called a Mcssag . 
There aJ.·c two kinds of r.t1.essagcs, the first being a Mcss:agc destined £ r 
(or coming fronl) another Host; the second is a message to be intcrprc cd 
by the L.V1P as an IMP command (or generated by the IMP for the infor a­
tion of the host), The first type of message will be called the rtNormal ' 
message because the primary functi.on of the Message Switching Nctwo k 
is the transmission of this message to the destination host. The othel' 
type of message will be called the lIabnormal 'l message and will be usc 
for functions such as the query to (al1d response from.) the Host to insu e 
that the Host (and IMP) are functioning properly, error 'l;Ucssages to in i· 
catc fOl'mat or illegal character errOl'S in IINormal ll messages, etc. 

NORMAL MESSAGE 

A normal message when transtnitted to the IMP, will consist of ot 
more than 8,192 bits 0'£ iniorm.;'Ltion and should contain the name or the 
destin<1.tion Host and an identification numb<:::r which can be used for. rc cr­
once by the IMP and the receiving: Host. The bit structure of the norr al 
message wil11:1e decided by the Host and will probably be different fro 1 

machine to machine. It is the Hostls· responsibility, however, to prov de 
the character translation. program ~or his IMP which converts his bit 
pattern to the standard form usc·d on the network. Since the translatio 
may be greater than one for one, the message may now be greater tha 
the o.l"iginal 8. 192 bits. The IMP can then t:n;>.ke a decision to send the 
longer message or return an abnorlual message saying a format error 
has occur.r.cd, then drop the message. 

The nOl'mal me&:sa{l'e has two kinds of i.nformation - character a d 
• 0 

binary. The principal difference between the handling of these forms f 
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iniannation is that the ChHr~c.ter te3t w1l1.be t~811Sfm'lll.8d from sending bost's 
£Onult. to netwo:r;k, lOlta.ndud. fortrtat and tlum, after crartsrniss:lon is completed. 
'to the recehlng hostls format; whcrens binaxy text will be rec.eived bit for 
bit identical to what was sau.t (though some'minor modifications may be m.ade 
during traDSmissioll,. as described later). 

ABNORMAL MESSAGES 

The forms aud types of abnormal messages have not been worked out in 
detail. It will_be the-.Contractor's responsibility to decide what is required 
to maintain effective communications between the Host and its IMP. The most 
important constraint-is that the.,number and-variety of these messages be min­
imized so as to minimize .. the burden the IMP places on the Host (this is a basic 
ne twork tenet). 

Your quotatioD_should"contain suggestions of the types of abnormal­
messages that. may :be" required'.. 'Ibis ,will by no" means .be binding; it is ex­
pected that. the final form.of abnormal.messages will not be decided until after 
the testing of the initial (four._node) network. 

IMP to IMP 

IMP's communicate with one" another using· forms called Packets. There 
are two hasic kitlds _of packets: l'Normal" packet is any packet whose final 
destination is as a normal message for a Host; an IIAbnormal ll packet is a 
packet Whose, final destination is an IMP. All packets are to he equal to or 
less than 1024 bits starting with the first character of the Header and con­
tinuin,s: through the pari ty code. A packe t has three elements wi thin its 
structure: a Header which must be present in all packets, the Test (Binary 
and/or Character) which may be missing or null, and the parity check which 
will be 24 bits long. 

To simplify·the logic snd programming required, all packets will be 
transmitted on a continuous stream over the- communication line between IMP's. 
i.e •• no nesting of packets is permitted. 

NORMAL PACKETS 

A- IINormal" message may be broken into· several packets according to 
its size '(multiple packet message, MPM), but a packet will contain only one 
message. '!be packets in' MPM are not bound, together until they reacb the 
destination IMP where they are formed back into a normal message. 

2 

47 

.. 



1 

I 
'I 
I 

I 

r .. " " .o.\. _ .\, 1 .. .:, ..... ,_ ... -.~j.,'"' ,-,( ,~ ... ~,-, ... ~\- --r' -",;"C" ••••••• , •. : !',';y rn:).'/ <,;",1';': •• ~-:'.JI ~ .• !"'J.'~;:. •• (_ •• ~~ .. ~ .... '--<<'_ ........ ..,~ ....... '.;< ••• G. •• - -,''''-- ... .. 

d{'H>~lrE<tivJ:l IMP out Df sC!qu~ni.ial Ol"cl.o:.:L". A m(;~~it1g(J rrw.y all>(J lJl:- sr1'lhll 
enough L(, Ht. into a single rac1w[; (Sin~l(; Pac.ket Mcrwace. ;)f-'M). or very 
1:!-1l1.a.ll, e, g. single character (Very Srn.al.1 Me3~agc, VSM). All normal 
messaGos genorate n'l1"i..'rHl.l packet.s at sending, and visa versa il.t receiving. 

ABNORMAL PACKETS 

Abnormal packets are used £01' error control, acknowl?dgclnellts, 
and the transmi.~sion of network status, e.g. new routing tables, communi­
caiion line down, Th1P down, Host down, measurement information, etc. 
An abnormal pacl<et m.ay be generated by an abnormal message 01' because 
of some speCial internal sta'.:e of the IMP, e. g. buffers full. All abnormal 
pack-cts must be acknowledged wiLh the exception of acknowledgement and 
negative aCknowledgement packets. 

PACKET FORMAT 

The Packet Format is based on an ei.ght bit code {character} format. 
The packet is sent in 8 bit transparent binary form, independent of whether 
the text is binary or character. Four special control'"characters are 
reqUired to delimit the start and end of a packet and tv maintain th9 com­
,munications line. The control characters are: 

SYN {Synchronization character)~ This character is used to 
till the cOlnmunications line between packets; this is required 
because of the synchronous ,cornlnunications line. 

STX (Start of Text). This character indicates the start of a 
packet and must be preceded by a DLE . . -
ETX (End of Text). This character indicates the end of a 
packet and must be preceded by a DLE. The three character 
cyclic checksum must follow -the ETX character. 

DLE (Data Link Escape) .. TIris character is used to indicate 
the packet is transmitted in binary form. DLE is the only 
character that must be handled as a special case within the 
packet. If a DLE occurs within a packet it should be preceded 
by an additional DLE on transmission; which should be deleted 
upon reception of the packet. 

3 
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T1H! packet should look as follows: 

S S D S Fixed DECCCS 5 
Y. Y L T Lcncth TEXT LTSSSY. . . .Y 
N N E X Hc~ .. ~h;:r E.Xl 2JN N 

The header is fixed length and contains all· the information required 
by the IMpl s to transmit the packet to its final destination. The packet 
header as envisioned"to date is to contain six chal'acters with the follow­
ing information: 

1. Destination Code (8 bits) 

2. Origin Code (8 bits) 

3. Message I. D. (16 bits) 

4. Packet Numher (5 bits) 

5. Hand Over NUlubcr (6 bits) 

6. Packet Priority (I bit) 

7. End to End Message Acknowledgement Requb:ed (1 bit) 

8. Last Packet in Message (1 b~t) 

9. Text is for WP rather than Host (l bit) 

10. Text in" Packet is in binal'Y (1 bit) 

Error Control 

A twonty~four bit cyclic parity check has been chop en as the error 
detection. scheme. The cyclic parity check corresponds to polynomial 
multiplication. A 1000 bit block of bin8.:ry da,ta may b~ interpreted as a 
polynomial a(x) o£ degree 999 whose coefficients are zeroes and ones. 
Let g{x) be.' a polynomial of degree p with. binary coefficients. The prod 
uct a(x)g(x) o£ the two polynomials with all coe£fici~mts reduced, ITlodulo' 
two corresponds to. a block of 1000 + P bits which may be error checl-ced 
by polynomial division by g(x). It is possible to an·aq.gc matters so that 
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the fi.l"Sl 1000 bill!:> il..l-C c;~O).<;lly equal to the iniol"matton bit$ clnd the last 
p Lilt:: are p'll'ity elwell. digitl:i. This is posoiblo from the Euclidean clivi-· 
siol1 algorithm. by seleoting the last p bits to correspond to the remainder 
-polynom.ial when xPa(:.:) is :I."cduccd modulo g{x}. A p stage linear shift 
ro£ikltc,n: can he consJ;l'\'lctcl;.l to podol-'m division by g{;>,:) and this SAme 
device can also be used to detect the pl'esence of Cl"rOl'S since that 
opcl';l.tio,lt rcquit'cs division by g..1x} jOo. The g(x) l'ccoinmcndecl if; 
g{x)::o(xlZ+x6+x~+x+l)(x12+xlO+x +x +x+1), The shift register whichimple­
ments this code is illustl-ated below: 

IN PUT 

,This device is used for both the generation of th~ checksum and errOl: 
detection. The device lUUSt be cleared upon receipt of tile D S sequcncl.> 

LT 
S EX 

and started on the first charact~r following the l' chal'acter. 
X 

The generation of the pari.ty code is done by passing the packet bits stream 
DE 

through the device (including the final LT)" The parity code is then the 
EX 

24 bits left in the devi.ce and is obtained by shifting the bits out, packing 
them into chal'acters and transmitting them (high order bit is the first one 
,..,,,t of the shift register), . 

The detection of Cl'rors requires the passing of the packet through the 
DE 

device until LT is sensed. The next three characters (the parity code) 
EX 

arc input·, then the 24 bits in the device are sensed Ior all zeros which 
indicat.os that no el'ror has occurred, 

Using this parity check scheme the mean time between undetected errors 
wi.ll be approximately liZ to five years t.hroughout th~ entire net. 
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NETWORK PACKET ,'ORMAT 
(Example) 

_l_)L_E __ :-----~--;-----,·1 
S'rX . 

, ·· .. -----~---------__il 
" , I P.l{10HITY (I),. -FOR Lv~P(l), I"!-ANDOVER If (6) I 
r- ' 
I DESTINATION I 

I ORIGIN .1 

I
' MESSAGE 

I_.D~·_· ________________ ~ _________ I,I 
1- , , 
I PACKET it (5), ~AST (1), BINARY (1). END ACK. (1) 

13it~ 

S 

8 

8 

8 

s 

16 

8 

I CONTENT 
~ TEXT OR BINAR. Y 
~1 0-117 CHARACTERS 

10- 936 
7; 

I 
IDLE 

! ETX , 

CYCLIC 
PARlTY 
CHECK 

I 
8 

8 

24 

'l'otal Length 104-1040 
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APPENDIX C 

ROUTING 

An IMP! \lp-ol}_l'cccipt of a p~<:kct, n;.\l,.st (.lccidc which of its com.­
ulllllications liriks t.~, so;;nu the packet out on: The li.ne is chosen using the 
ROI.I~ing Table (11. T) -which n:n.1st be generated by the IMP fl."om the Inter­
connection Table (IT). The IT is a tabular description 01 the intcl"connec­
tion between nodes in thr:: network. and is identical in each IMP. Each 
IMP m,ust also have a routing table to tell it directly' which communication 
line is best to use to get a packet to another node. This table is called the 
RT and is di:Cfcrent in each IMP. Described below is one method of obtain­
ing the routing; there are many others. The contractor should describe 
the onc chason for his system. The method below also chooses a particu­
lar network configuration as an example. This network will not be the final 
configuration. In. this scheme an intC!rmediaiC! table must be generated "from 
the IT which describes the num.ber of links to' the destination IMP for each 
communication line. Th~ R T is formed from the Intermediate Table by 
sorting: the lines into £b:st, second, third and fourth choice. 

Interconnection Table 

The Network, as presently conceived, will have all pOint to point 
lea.sed line communications. The IT will therefore be fairly stable, 
changing only to; 

(1) Show the addition of new nodes and/or communication lines, and 

(2) Reflect ~hc fact that an IMP or com.munication line has gone down. 
or has come back .up. 

An example :network and .its IT is given below. The nodes are 
numbered from.1 to 19, with a!P indicating no connection exists; the four 
com.m..unication lines are lettered A, B. C and D. 

Interm.ediate Table 

The Interm.ediate Table is generated in each IMP from the IT each 
time' a change in the IT OCCU1·S. The technique employed i.n this scheme 
involves s~arting with a cleared table and entering a 1 in the rows corres­
ponding lo' the no¢ies connected directly to yours .{n~a:J;.'est neighbors} and 
in the column rcpresc::1ting the appropdate communication line. Then 
li.nd thQ IJn,Qarolilt n()ig:lbo;rlY" o£ all J,:\OQQ8 wi.t.h oil. l·b'!. i.~8 row a.nd plil-co. fl.. 2: 
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in the appl'olj1"inlc colurnn. This proccdun.: should be conti.nued until. <Ill 
cnlriuH in the tabl(' al'U cov(;l.-cd. In the cxan.'lpl.c, tlw Inli.:rll.1.cdi;.lLG 'l',lbl,(; 
for SRI is (lcvclor1cd; thi~; i~~blc would of course b(~ dUfuJ:cn,t !(,)1" c:ltch node. 

The Routing 'l';-tblc is <I. doscription CIt the: priority or th~ cornmunic.:~­
lions linus in terms of the nurn.ber of 1in~cs required to get a packet to its 
de$tination. The colUlnns are numbered, with the fir st entry being the 
highest priority choice. Entries in the Intermcdi'ate Table that are two or 
morc highel' than the luinhnul"L1. entry in the same row "arc underlined in the 
Routing Table. They are bad choices because the routing doctrine at the 
next node will probably send the packet directly back to the original node. 
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